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2018. Award Amount: $193,439.

[5] Tyler Moore (PI) and Neil Gandal (PI): ‘Shocks to and Security in the Bitcoin Ecosys-
tem: an Interdisciplinary Approach’. Tel Aviv University ICRC. Duration: October
2015 — September 2017. Award amount: $67,726.

[6] Tyler Moore (PI) and Frederick Chang (co-PI): ‘A Technical and Policy Evaluation
of Mechanisms that Monitor Access to Company Documents’. Duration: January —
December 2015. Award amount: $100,000.

[7] Tyler Moore (PI) and Frederick Chang (co-PI): ‘Structured Interviews and Field Studies
to Identify How Firms Manage Cybersecurity Investment’. IBM. Duration: January —
October 2015. Award amount: $150,000.

[8] Tyler Moore (PI) and Joshua Rovner (co-PI): ‘EAGER: Exploring Trade-offs in Cyber
Offense and Defense Through the Lenses of Computer and Political Science’. National

Science Foundation. Duration: September 2014 — September 2016. Award amount:
$210,505.

[9] Tyler Moore (PI) and Michel van Eeten (PI): ‘Increasing the Impact of Voluntary Action
Against Cybercrime’. US Department of Homeland Security—Dutch NWO. Duration:
July 2014 — June 2017. Award amount: $433,886 (SMU/TU portion) $204,886.

[10] Tyler Moore (PI): ‘Empirical Analysis of Security Threats Against Digital Currencies’.
Ralph E. Powe Junior Faculty Enhancement Award, Oak Ridge Associated Universities.
Duration: June 2014-May 2016. Award amount: $10,000.

[11] Nicolas Christin (PI), Alessandro Acquisti (co-PI), Ross Anderson (co-PI), and Tyler
Moore (co-PI): ‘Understanding and Disrupting the Economics of Cybercrime’. Depart-
ment of Homeland Security BAA 11-02. Duration: October 2012 — September 2016.
Award amount: $2,874,678 (SMU/TU portion $371,843).

Selected Presentations

[1] ‘Does Insurance Have a Future in Governing Cybersecurity?’. Cyber Insurance and Cy-
ber Resilience: A Workshop for Practitioners, University of Pennsylvania, Philadelphia,
PA, December 13, 2019.

12



[13]

[14]

[15]

‘The Economics of Cybersecurity — with Lessons for National Security’. Plenary Ad-
dress, National Security Symposium, University of New Mexico, Albuquerque, NM,
April 10, 2019.

‘Some Thoughts on the Use of Artificial Intelligence and Machine Learning in Cyber-
attacks’. Workshop on the Implications of Artificial Intelligence and Machine Learning
for Cybersecurity, National Academies of Sciences, Washington, DC, March 13, 2019.

‘Incentives to Invest in Data Security’. Hearing on Data Security: Competition and
Consumer Protection in the 21st Century, Federal Trade Commission, Washington,
DC, December 11, 2018.

‘Equifax: Continuing to Monitor Data-Broker Cybersecurity’. Testimony before the
U.S. Senate Committee of the Judiciary Subcommittee on Privacy, Technology and the
Law, October 4, 2017.

‘The Economics of Cybersecurity Research Data Sharing’. Presentation to the De-
partment of Homeland Security Cyber Security R&D Showcase & Technical Workshop,
Washington, DC, July 12, 2017.

‘Lessons from the Economics of Cybersecurity’. Presentation to JASON Summer Study
on Cyber S&T, General Atomics Facility, La Jolla, California, June 28. 2017.

‘Identifying and Overcoming Barriers to Cybersecurity’. Invited talk to the Cox Busi-
ness Cybersecurity Forum, Tulsa, OK, April 7, 2017.

‘Introduction to Security Economics’. Invited talk to the Computer Science Depart-
mental Seminar, Brown University, Providence, RI, March 8, 2017.

‘How Do Firms Manage Cybersecurity Investment? And How Can it Be Improved?’
Invited talk to the DHS S&T Stakeholder’s Exchange Meeting on Cyber Risk Economics
Research, Arlington, VA, February 22, 2017.

‘A Scientific Approach to Fighting Web-Based Cybercrime’. Keynote address to the
13th IFIP 11.9 International Conference on Digital Forensics, Orlando, FL, January 30,
2017.

‘A Scientific Approach to Fighting Web-Based Cybercrime’. Invited talk to the Inaugu-
ral Cybercrime Conference, Cambridge Cybercrime Centre, University of Cambridge,
United Kingdom, July 14, 2016.

‘Identifying and Overcoming Barriers to Cybersecurity’. Invited talk to Cybersecurity
and the Law, Continuing Legal Education, The University of Tulsa, Tulsa, OK, April
22, 2016.

‘Does the Internet Need a Hegemon?’. Invited talk to the Nye Cyber Seminar Series,
Harvard Kennedy School of Government, Cambridge, Massachusetts, March 23, 2016.

‘Introduction to Cybersecurity Economics’. Featured speaker in General Session of
HIMSS Security and Privacy Forum, Boston, Massachusetts, December 1, 2015.

‘A Scientific Approach to Fighting Web-Based Cybercrime’. Invited talk to the Asym-
metric Resilient Cybersecurity Seminar Series, Pacific Northwest National Laboratory,
Richland, Washington, October 27, 2015.
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[17]

18]

[19]

[20]

[21]

[22]

23]

[24]

[25]

‘Introduction to Cybersecurity Economics’. Presentation to the Stanford Congressional
Cyber Bootcamp, Stanford, California, August 18, 2015.

‘The Economics of Cybersecurity: Case Studies for Bank Regulators’. Invited talk to
Senior Management Group Meeting, Office of the Comptroller of the Currency, Irving,
Texas, February 12, 2015.

‘Introduction to Cybersecurity Economics’. Guest lecture in Case Studies in Cybersecu-
rity, Prof. Susan Landau, Worcester Polytechnic Institute, Worcester, Massachusetts,
February 6, 2015.

‘Introduction to Cybersecurity Economics’. Presentation to the Stanford Congressional
Cyber Bootcamp, Stanford, California, August 19, 2014.

‘Voluntary Action Against Cybercrime: Measuring and Increasing its Impact’. Keynote
address to the 9th Annual London Action Plan Conference, Montreal, Canada, October
22, 2013.

‘Foundational Security Economics’. Presentation to the National Academy of Sciences
Committee on Future Research Goals and Directions for Foundational Science in Cy-
bersecurity, Washington, DC, January 23, 2013.

‘Introducing Cyberinsurance: Challenges and Opportunities’. Plenary presentation to
the Cybersecurity Insurance Workshop: Defining Challenges to Today’s Cybersecurity
Insurance Market, Department of Homeland Security, Arlington, VA, October 22, 2012.

‘Economic Tussles in Federated Identity Management’. Presentation to the NIST
IDTrust Workshop, Gaithersburg, MD, March 14, 2012.

‘The Economics of Cybersecurity: Past, Present and Future’. International Conference
on Challenges in Cybersecurity — Risks, Strategies and Confidence Building, German
Federal Foreign Office, Berlin, Germany, December 13, 2011.

‘Where Do We Go From Here?’. Panel presentation at the Fraud Symposium: Im-
proving Security for Online and Card Not Present Transactions, Federal Reserve Bank,
Chicago, IL, September 26, 2011.

‘Exploring Attack and Defense Trade-offs in Cyber War’. Keynote address to the 4th
IFIP 11.10 International Conference on Critical Infrastructure Protection, National De-
fense University, Washington, DC, March 24, 2011.

‘Gathering Evidence of Large-Scale Internet Frauds’. Keynote address to the 7th IFIP
11.9 International Conference on Digital Forensics, Orlando, FL, February 1, 2011.

‘Cyber War’. Invited talk to the Boston Committee on Foreign Relations, January 19,
2011.

‘The Law and Economics of Cybersecurity’. Guest lecture, Law and Economics Seminar,
Harvard Law School, Cambridge, MA, November 16, 2010.

‘The Economics of Online Crime’. Guest lecture, Cybercrime Seminar, Harvard Law
School, Cambridge, MA, March 11, 2010.

14



[32]

[33]

[34]

[35]

[36]

[37]

[38]

[42]

[43]

[44]

‘The Economics of Identity Management’. Invited talk to the State Department Con-
ference on Identity Management in an Open Society, Washington, DC, USA, November
20, 2009.

‘The Economics of Information Security’. Invited talk to the Cyber International Rela-
tions Seminar, MIT, Cambridge, MA, USA, October 15, 2009.

‘The Economics of Information Security’. Invited talk to the Federal Reserve Bank,
Kansas City, MO, USA, July 7, 2009.

‘The Economics of Information Security — Key Insights and the Case of Phishing Met-
rics’. Keynote address to the ITWeb Security Summit, Midrand, South Africa, May 27,
2009.

‘The Economics of Information Security — with Lessons for Critical Infrastructure Pro-
tection’. Invited talk to 3rd IFIP WG11.10 International Conference on Critical Infras-
tructure Protection, Hanover, NH, USA, March 23, 2009.

‘An Empirical Analysis of Phishing Attack and Defense’. Invited talk to Harvard Uni-
versity, Center for Research on Computation and Society Seminar, Cambridge, MA,
USA, October 1, 2008.

‘An Empirical Analysis of Phishing Attack and Defense’. Invited talk to the University
of Bath, Computer Science Departmental Seminar, Bath, United Kingdom, May 23,
2008.

‘The Economics of Information Security’. Invited talk to the DeepSec In-Depth Security
Conference, Vienna, Austria, November 22, 2007.

‘Network Economics and Security Engineering’. Presented at the DIMACS Workshop
on Information Security Economics, Rutgers University, Piscataway, NJ, USA, January
18-19, 2007.

‘The Economics of Information Security’. Invited talk to the Institute for Security
Technology Studies, Dartmouth College, Hanover, NH, USA, January 16, 2007.

‘The Economics of Information Security’. Invited talk to the Laboratory for Computer
Communications and Applications, EPFL, Lausanne, Switzerland, November 30, 2006.

‘Economic Challenges to Improving Information Security’. Invited talk to the Inter-
national Workshop on Cyber-security, Danish Board of Technology, Copenhagen, Den-
mark, September 14, 2006.

‘A Survey of Recent Results in the Economics of Information Security’. Invited talk
to the Conference on Network and Information Security in Cyprus—Policy and Imple-
mentation of Standards, Nicosia, Cyprus, April 28, 2006.

‘On Economics and Information Security’. Keynote address to the Network of Networks
(NVN) Workshop, Amsterdam, The Netherlands, January 26, 2006.

‘A Research Agenda for Telecommunications Security’. Presented at the Infosec Re-
search Council Meeting, DARPA, Arlington, VA, USA, September 11, 2003.
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[47] ‘Countering the Threats to America’s Public Telephone Networks’. Presented at the
National Defense University, Fort Leslie McNair, Washington, DC, USA, September 11,
2003.

[48] ‘Signaling System 7 (SS7) Network Security’. Presented at the National Security Infor-
mation Exchange Meeting, Atlanta, GA, USA, September 18, 2002.

Teaching Experience

The University of Tulsa, 2015—present

CS 3073 “Introduction to Cyber Security”. Taught S17, S18, S19

CS 2123 “Data Structures and Algorithms”. Taught F16, F17, F18, F19, F20
CS 3863 “CCDC Training”. Co-taught F16

CS 7143 “Security Economics”. Taught F15, S17, F18, F19

CS 6013 “Secure Electronic Commere”. Taught S16, S18, S19

CS/CYPR 7153 “Foundations of Cyber Security”. Taught F17, S18, S19, F20

Southern Methodist University, 2012-2015

Designed and taught “Security Economics”, introducing concepts from

microeconomics and information security, covering security investment models, empirical

analysis techniques for studying cybercrime, and game theoretic modeling. Taught F12, F13, F1}
Taught undergraduate-level “Fundamentals of Algorithms”. Taught S13, S14, F1}

Wellesley College, 2011-2012

Taught introductory course for non-majors covering HTML, CSS and JavaScript;
designed and taught “Quantifying the World” course, introducing methods of
data collection and analysis, teaching Python, R, and MongoDB.

Harvard College, Spring 2009
Assisted teaching of introductory computer science and policy course for non-technical majors;
managed 7 teaching fellows, co-wrote and graded problem sets, projects and exams.

Harvard University Extension School, Autumn 2008 & Spring 2010

Assisted teaching of introductory computer science and policy course for non-technical majors
University of Cambridge, Autumn 2004—Spring 2006

Courses supervised: Security and Advanced Systems Topics

Research Students

Postdoctoral Scholar

David Benson (SMU, 2015-2016)

Dissertation/Thesis Advisor
[1] J.T. Hamrick, ‘Price Manipulation in the Cryptocurrency Ecosystem’, Ph.D., TU, 2020.

[2] Michael Collett, ‘Analyzing the Use and Value of Cybersecurity Research Datasets’,
M.S., TU, 2019.

[3] Philippe Bled, ‘Decision Models for Application of Machine Learning Methods in Fraud
Detection’, M.S. (Applied Mathematics), TU, 2019.

[4] Marie Vasek, ‘Measuring Bitcoin-Based Cybercrime’, Ph.D., TU, 2017.
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[9]

Matthew Weeden, ‘A System for Sharing Abuse Data with Web Hosting Providers’,
M.S., TU, 2017.

Jake Drew, ‘Scalable Machine Learning Using Applications in Bioinformatics and Cy-
bercrime’, Ph.D., SMU, 2015.

Lewis Sykalski, ‘A Reusable Framework for Security Dataset Analysis’, D.Engr., SMU,
2015.

John Wadleigh, ‘Tracking How Cybercriminals Compromise Websites to Sell Counterfeit
Goods’, M.S., SMU, 2015.

Era Vuksani, ‘Device Dash: Designing, Implementing, and Evaluating an Educational
Computer Security Game’, B.S. honors thesis, Wellesley, 2012.

Committee Member

1]

2]

[10]

[11]

[12]

Xinchi He, ‘A Blockchain-based Framework to Secure Over-the-Air Firmware Updates
for Internet of Things’, Ph.D., TU, 2019.

Alain Mermoud, ‘Three Essays on the Behavioral Economics of Security Information
Sharing: A Theoretical Framework, an Empirical Test and Policy Recommendation’,
Ph.D., University of Lausanne, 2019.

Chad Heitzenrater, ‘Software Security Investment Modelling for Decision-Support’,
D.Phil., University of Oxford, 2018.

Aaron Hansen, ‘Security Analysis of an Advanced Metering Infrastructure’, Ph.D., TU,
2017.

Jason Staggs, ‘Cellular Baseband Malware Capabilities and Exploitation Mitigation’,
Ph.D., TU, 2017.

Osman Yucel, ‘Leveraging Reviews to Produce Personal Recommendations’, Ph.D., TU,
2017.

Chad Johnson, ‘Securing Smart Devices in the Internet of Things’, Ph.D., TU, 2016.

Jason Britt, ‘Clustering Phish Using the Simple Set Comparison Tool’, Ph.D., Univer-
sity of Alabama at Birmingham, 2016.

Benjamin Edwards, ‘Modeling Global Cybersecurity Phenomen and Interventions’, Ph.D.,
University of New Mexico, 2016.

Subil Abraham, ‘Cyber-Security Analytics: Stochastic Models for Security Quantifica-
tion’, Ph.D., SMU, 2016.

Aaron Estes, ‘Advanced Email Risk Classification and Recipient Decision Assistance’,
D.Engr., SMU, 2016.

Bilal Al-qudah, ‘EHR security and privacy: Encountering honest-but-curious attacks
through selective multi-level access control policy’, Ph.D., SMU, 2015.
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[13] Ali Eshmawi, ‘The Roving Proxy for SMS Spam and Phishing Detection’, Ph.D., SMU,
2014.

[14] Nektarios Leontiadis, ‘Structuring Disincentives for Online Criminals’, Ph.D., Carnegie
Mellon University, 2014.

[15] Richard Goodrum, ‘Algorithms and Metrics for Territorial Design’, Ph.D., SMU, 2013.

[16] Stephen Papa, ‘A Behavioral Intrusion Detection System for SCADA Systems’, Ph.D,
SMU, 2013.

[17] Andy Nagar, ‘A Quasi-Alignment Based Framework for Discovery of Donserved Regions
and Classification of DNA Fragments’, Ph.D., SMU, 2013.

Undergraduate Research Students

Meaghan Longenberger (TU), Weston Phillips (TU), Hannah Roberts (TU), Tom Wu (TU), Aaron
Krusniak (TU), Joseph Brett (TU), Steven Diaz (TU), Andrew Fulsom (SMU), Cameron Keith
(SMU), Justin Konersmann (SMU), Viral Kotecha (SMU), Noah Mendoza (SMU), Jarret Shook
(SMU), Joe St. Angelo (SMU), Micah Thornton (SMU), Elena Villamil (SMU), John Wadleigh
(SMU), Jie Han (Wellesley), Marie Vasek (Wellesley), Era Vuksani (Wellesley )

Visiting Scholar

Daniel Woods, University of Oxford (Fulbright, 2018-19), Markus Riek, University of Miinster
(2013)

University Service Activities

Faculty Director, MS in Cyber Security Professional Track, 2017-present
Senator, Faculty Senate, 2017-2020

Co-Chair, Tulsa Curriculum Review Committee, 2018-2020

Member, Graduate School Task Force, 2019-2020

Member (Ex Officio), University Council, 2019-2020

Member, University School Strategic Planning Committee, 2018-2019
Member at Large, University School Association, 2019-present

Professional Activities

Director
StopBadware, (2015-2020)

Editor in Chief
Journal of Cybersecurity, Oxford University Press, (2014—present)

Vice President and Director
International Financial Cryptography Association, (2011-2014)

Vice Chair
IFIP Working Group 11.10 on Critical Infrastructure Protection, (2008-2016)
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Workshop Organizer
“Assessing ICT Security Risks in Socio-Technical Systems”, Schloss Dagstuhl, Germany, November
2016

Program Chair / Co-Chair

14th Workshop on Cyber Security Experimentation and Test (2021)

20th Workshop on the Economics of Information Security (2021) 13th USENIX Workshop on
Cyber Security Ezperimentation and Test, (2020)

28rd International Conference on Financial Cryptography and Data Security, St. Kitts (2019)

1st Workshop on Bitcoin Research, Barbados (2014)

8th APWG eCrime Researchers Summit, San Francisco, CA (2013)

7th APWG eCrime Researchers Summit, Las Croabas, PR (2012)

4th IFIP WG 11.10 International Conference on Critical Infrastructure Protection, National
Defense University, Washington, DC, USA (2010)

9th Workshop on the Economics of Information Security, Harvard University, Cambridge, MA,
USA (2010)

8th Workshop on the Economics of Information Security, University College London, UK (2009)

General Chair

18th International Conference on Financial Cryptography and Data Security, Barbados (2014)
13th International Conference on Financial Cryptography and Data Security, Barbados (2009)
5th Workshop on the Economics of Information Security, University of Cambridge, UK (2006)

Local Arrangements Chair
Jth European Workshop on Security and Privacy in Ad-hoc and Sensor Networks, University of
Cambridge, UK (2007)

Program Committee Member

USENIX Security Symposium (2015, 2016, 2021)

WWW: International World Wide Web Conference (Security & Privacy Track) (2014, 2015, 2016,
2017)

FC: International Conference on Financial Cryptography and Data Security (2011, 2015, 2016,
2017, 2018, 2019)

WEIS: Workshop on the Economics of Information Security (2007, 2008, 2009, 2010, 2011, 2012,
2013, 2014, 2015, 2016, 2017, 2018, 2019)

eCrime: Anti-Phishing Working Group eCrime Researchers Summit, (2009, 2010, 2011, 2012, 2013,
2016, 2017, 2020, 2021)

CCS: ACM Conference on Computer and Communications Security (2012)

BITCOIN: Workshop on Bitcoin and Blockchain Research (2014, 2015, 2016)

WTMC: International Workshop on Traffic Measurements for Cybersecurity (2016, 2017)

IFIP WG 11.10 International Conference on Critical Infrastructure Protection (2007-2016)
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STAST: Workshop on Socio-Technical Aspects in Security and Trust (2011, 2012, 2013, 2014)
W-PIN+NetEcon 2014: Workshop on Pricing and Incentives in Networks and Systems (2014)
NetEcon: Workshop on the Economics of Networks, Systems and Computation (2017)

CSET: USENIX Workshop on Cybersecurity Ezperimentation and Test (2013, 2019)

GameSec: Conference on Decision and Game Theory for Security (2013)

QASA: International Workshop on Quantitative Aspects of Security Assurance (2013)

NSPW: New Security Paradigms Workshop (2011)

TRUST: International Conference on Trust and Trustworthy Computing (2009, 2010, 2011, 2016)
DIMVA: International Conference on Detection of Intrusions and Malware & Vulnerability Assess-
ment (2010)

Ad Auctions Workshop (2010)

WiSec: ACM Conference on Wireless Network Security (2010)

PerSec: IEEE Workshop on Pervasive Computing and Communications Security (2007)

IFIP WG 11.9 International Conference on Digital Forensics (2006-2010)

Journal Reviews

Science, IEEE Transactions on Dependable and Secure Computing, IEEE Security and Privacy
Magazine, ACM Mobile Computing and Communications Review, ACM Computing Surveys, ACM
Transactions on Internet Technology, Information Systems Research, The Computer Journal (British
Computer Society), Elsevier International Journal of Critical Infrastructure Protection, Manage-
ment Science, Journal of Policy Analysis and Management, Proceedings on Privacy Enhancing
Technologies
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