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Abstract—In a tech support scam (TSS), cybercriminals imper-
sonate legitimate service providers by mimicking the interactions
consumers routinely have with companies. We conduct a com-
prehensive analysis of the supply side of the TSS ecosystem on
Facebook, where groups operate as informal marketplaces that
lack traditional trust or reputation metrics. The study utilizes
an Al-driven technique to classify posts into different categories,
based on labels derived from manual classification, using Gemma
original and Gemma-3-12B large language models. In total, we
categorized 381,843 posts across 96 groups made between April
2015 and March 2024. The results highlight different user types
and their characteristics. We analyze the resulting posts to shed
light on the various types of products and services offered by
the groups. We also investigate the extent of specialization and
generalization among cybercriminal participants. It is hoped that
the detailed study on such ecosystems can aid law enforcement
and policy efforts to identify suitable intervention points and
effective countermeasures against the TSS ecosystem.

Index Terms—tech support scam, cybercrime measurement,
large language models, in-context learning

I. INTRODUCTION

Technical support scams (TSSs), also known as call cen-
ter or impersonation scams, first appeared around 2012 [1].
Scammers utilized cold-calling operations and social media
messages to contact victims about a virus by posing as trusted
brands such as Microsoft or Dell. The scammers duped users
into permitting them to take over their systems remotely as
part of the ruse.

By 2025, TSS has proliferated, causing widepread societal
harm while exhibiting no signs of decline. The FBI Internet
Crime Complaint Center (IC3) recorded 36,002 complaints
that totaled a loss of USD $1.46 billion [2]. These figures
not only reflect the scale of victimization, but also signal
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the presence of a well-developed ecosystem that enables,
coordinates, and monetizes these scams.

Recent studies have revealed that the TSS ecosystem in-
volves multiple layers of actors and services. At the center
of this ecosystem is the existence of marketplaces. Liu et
al. [3] uncovered not only scammers answering calls, but also
webmasters who sell victim numbers to call centers, agents
who engage with victims, and financial actors who assist in
laundering proceeds. This ecosystem relies on public social
media channels such as Facebook and WhatsApp, which are
used for advertisements, job offerings, and dissemination of
scam-related infrastructures. The availability of these public
social media channels suggests a mature marketplace structure.

Despite growing public awareness and platform-level in-
tervention, these scam-contributing groups continue to thrive
on social media platforms. In response, this study seeks to
examine the internal dynamics of TSS marketplaces with
a specific focus on Facebook-based scam ecosystems. By
examining the services and roles within these groups, the
study lays the groundwork for more targeted and data-driven
disruption strategies. This study is guided by the following
research questions:

o What are the various types of services/products offered in
the groups? This question aims to identify and categorize
the range of services/products advertised within these
groups using a mixed-method approach.

o What service/product categories are dominant within the
groups? What do these patterns suggest about the struc-
ture and priorities of the TSS ecosystem? The distribution
of services/products offer insight into market demands,
actor and marketplace specialization, and potential inter-
vention points within the ecosystem.



A. Key Contributions

This paper makes both empirical and methodological con-
tributions to the study of TSS marketplaces:

o Ecosystem Insights: We analyze the prevalence and
distribution of service/product categories to uncover dom-
inant market segments. Money laundering services had
the highest overall number of posts, with two of the top
10 groups specializing in the category. Contribution of
specialized posters in the job offerings category is much
higher when compared to the contribution of specialized
users within other categories. In addition, we identify
specialization at the group level, with 40 out of 96 groups
with names that focus on a specific product or service
pertaining to TSS.

o Documentation of Generalist and Specialist Behavior:
We examine both marketplaces and vendor specialization
within the ecosystem. The evidence indicates special-
ization at the marketplace level, even as most vendors
themselves are non-specialists.

o Large-Language Model (LLM) Evaluation for Post
Classification: We investigate the extent to which
prompting strategy can replicate human-annotated catego-
rization of scam-related services/products. This includes
a comparative evaluation of different LLM architectures
in performing multi-label classification tasks on noisy,
real-world social media data.

II. RELATED WORK

We now review three types of relevant work that has
informed this research: measurement studies of TSS, studies
of vendor specialization among cybercriminals, and relevant
research utilizing LLMs to label forum posts.

A. Measurement Studies of Tech Support Scams

A number of researchers have documented the evolution
of tactics employed in Initially, TSS predominantly utilized
outbound phone calls, wherein criminals contacted prospec-
tive victims. Eventually, the technique transformed into an
inbound model, in which victims are duped into initiating
communication with the crooks. This shift was enabled by
counterfeit websites and online pages crafted to resemble
authentic services, frequently utilizing recognizable logos and
user interfaces to bolster credibility. Miramirkhani et al. [4]
documented the shift and developed an automated system for
discovering the impersonations.

A subsequent study by Srinivasan et al. [5] further classified
TSS domains into two types: aggressive and passive. Aggres-
sive strategies evoke a sense of urgency or terror, frequently
accompanied by repeating conversation boxes or persistent
pop-up windows with frightening audio notifications. Passive
strategies, by contrast, employ used branded images, official-
looking certifications, trust seals, and other content to appear
authentic. These sites often posed as approved support services
for well-known technology companies. It was observed in both
cases that scammers use black hat search engine optimization
(SEO) techniques to alter search engine results, leading victims

to find the scam websites rather than those belonging to the
actual corporations whose help they are seeking.

The behavior of scammers during real-time interactions in
TSS was thoroughly examined qualitatively and exploratory
in the work by Rauti et al. [6]. Through the use of participant
observation and case study methodologies, the study demon-
strated that although scammers’ techniques have changed over
time, the fundamental tactic has remained the same: posing as
a trustworthy service provider or brand, winning the victim’s
trust, and then requesting payment for a fake good or service.
According to the findings by Larson et al. [7], toll-free
numbers are essential for enabling contact between fraudsters
and their victims. These numbers work as the main entry point,
making it easier for victims to get in touch with scammers
while also allowing them to look authentic. Notably, this study
is also the first to integrate artificial intelligence techniques for
the detection of TSS webpages, a significant advancement in
automated scam identification methods.

One of the techniques used by call center scammers to
advertise themselves is through SMS messages, which instruct
victims to either call a given phone number, visit the website
link attached or pay based on the content of the message.
As explored in the work of Choi et al. [8], smishing assaults
usually commence with a “pre-crime phase” to facilitate the
scam, such as procuring tools and supplies through illicit web
marketplaces.

Liu et al. [3] undertook the first extensive research of
the TSS ecosystem, using posts from real-time social media
channels, primarily Facebook and WhatsApp. The study ex-
amined 13 WhatsApp groups and 10 Facebook groups that
actively contribute to TSS. Based on the results, these groups
are mostly used to solicit or advertise a variety of illegal
services to people involved in TSS activity. This classification
serves as a preliminary foundation for our understanding of
the structure and functioning of these groups. Liu et al [3]
presented their Topic-Agnostic Scam Recognizer (TASR) to
differentiate TSS websites from legitimate service providers.
Recently, Wood et al. [9] used automated machine learning
techniques to analyze recordings of scam calls from YouTube
and classified the scams into various categories. These prior
studies, however, were mostly devoted to creating a system
that could identify TSS websites or distinguish them from
legitimate tech support websites. By contrast, the present study
seeks to better understand the broader ecosystem facilitating
TSS scams, using a trained LLM approach to classifying
discussions from a much larger collection of criminal service
provider Facebook groups.

B. Vendor Specialization in Underground Marketplaces

The online underground, whether on the dark web or
surface web, is known to supply various types of services
and products related to online crime and deviant behaviors.
Market segmentation often occurs at the platform level. Some
forums and marketplaces are dedicated to a narrow range of
cybercrime commodities such as stolen data [10]-[13], while
others operating on the dark web have historically hosted a



broader array of goods and services [14]-[17]. Within these
marketplaces, some vendors adopt a specialized role, focusing
on specific product or service to establish credibility and
competitive advantage [17]-[19]. Soska et al. [17] found that
nearly half of the vendors on multiple dark web markets sold
exclusively one type of product. Similarly, Van et al. [19]
demonstrated that the professionalism and focus of vendors
significantly predicted sales. Thus, the overall ecosystem com-
prises both niche specialists and broader generalists, with each
type being shaped by market norms and product demands.

Despite the presence of niche expertise, specialization is
not universal. One critical factor is technical complexity.
According to the findings of Holt et al. [20], vendors offering
high-skill products like malware or counterfeit identity docu-
ments are more likely to be specialized due to the knowledge
and tooling required. A detailed analysis by Haslebacher et
al. [11] showed that only about 31% of vendors in major
online stolen data marketplaces sold a single type of product,
while other vendors offer a mix of products (e.g., email lists,
PayPal credentials). Even among the most reputable vendors,
specialization was not uniform. In one case, only seven of the
top 20 vendors deal in just one product category [11]. These
findings highlight that vendor specialization is contingent upon
market structure, technicality of products or services, and
individual business strategies.

C. LLMs and Forum Post Analysis

Large language models (LLMs) such as GPT-4 [21],
LLaMA [22], and Gemma [23], [24] have demonstrated re-
markable capabilities in a wide range of natural language
understanding and generation tasks. These models are typically
used in inference settings through in-context learning (ICL),
where task-specific instructions and examples are provided as
input without requiring parameter updates, as discussed in
the research by Hao et al. [25]. Depending on the number
of examples included in the prompt, ICL can be applied
in zero-shot settings (as shown by Xian et al. [26] and
and Pourpanah et al. [27]), few-shot settings (e.g., Brown et
al. [28]), or many-shot settings (e.g., Agarwal et al. [29]).
Zero-shot prompting relies solely on natural language instruc-
tions, while few-shot and many-shot approaches include one
or more labeled examples to guide the model’s reasoning and
improve performance. To enhance interpretability, work by
Zelikman et al. [30] have also developed Chain-of-Thought
(CoT) prompting, which encourages the model to generate
intermediate reasoning in natural language. While CoT has
shown promise in tasks involving logical reasoning and clas-
sification, challenges remain in ensuring that the generated
justifications reflect genuine reasoning rather than post hoc
rationalization. These prompting strategies, combined with
advances in model architecture and extended context windows,
form the foundation for applying LLMs to more complex,
domain-specific tasks.

Recent advances in LLMs have created new opportunities
for the automated analysis of unstructured, large-scale data
from online forums. One line of work has explored the use of

LLMs to support qualitative analysis of large-scale forum-style
text. For example, Rao et al. [31] proposed QualLLM, an LLM-
based pipeline to extract structured themes and representative
quotes from over a million Reddit comments related to gig
economy workers. Similarly, a recent study on a health support
forum by Muasher-Kerwin et al. [32] evaluated the use of GPT-
3.5, GPT-4, and LLaMA models to summarize and interpret
posts from a brain tumor community.

Another emerging area involves automated quantitative cat-
egorization. A notable example is the study by Giannilias at
al. [33], which evaluated the performance of four open-source
LLM:s on the task of classifying hacker forum posts into prede-
fined categories. The study tested multiple training approaches,
including zero-shot prompting, few-shot prompting, and full
fine-tuning, using expert human annotations as a baseline.
Distinct from prior work, our study applies LLMs to a novel
domain: the automated categorization of user-generated posts
in tech support scam—motivated Facebook groups that operate
as informal marketplaces. Our approach integrates both quan-
titative analysis (querying LLMs to classify scam-related posts
into predefined categories) and qualitative reasoning (eliciting
explanations for the model’s classification decisions). This
hybrid approach enables a richer understanding of scam dis-
course and supports both empirical insights and interpretability
in scam analysis.

III. DATA COLLECTION METHODOLOGY
A. Data Source

The study is conducted on Facebook groups whose primary
objective is to support TSS. While there are many legitimate
Facebook groups for call center services and recruiting, these
groups were selected based on their demonstrated tolerance for
criminal activity, or in some cases, their expressed preference
for offering “crime as a service” tools and capabilities. The
keywords utilized to search these groups comprise “blue screen
of death (BSOD)”, “Porn-popup”, “email blasting”, “toll-free
number (TFN)”, and “tech support x” (with x representing
specific locations such as the USA, UK, Delhi, Lahore and
Noida). BSOD refers to a tactic for eliciting calls by crash-
ing a victim’s browser and displaying a message indicating
the machine is infected with a virus. Porn-popup refers to
techniques that cause pornographic images to appear on the
computer and claiming the victim must either call tech support
or law enforcement about the situation. Email blasting refers
to sending emails claiming a credit card charge has been made
to pay a tech company for a service, with a phone number
provided to cancel the service. TFN refers to toll-free number.
While not criminal in nature, TFN is a common service
offering since call center numbers are routinely disabled due
to fraudulent activity. Because not all of these groups are
implicitly criminal in nature, each group is manually validated
using “About” statement from the group’s bio, and a recent
collection of posts made to the group. Only groups with clear
“crime as a service” offerings were included in the dataset.

The dataset for this study consists of 96 groups, which had
a total of 186,936 members. The average size of these groups
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Fig. 1: Snapshots of few Facebook groups that contribute to
criminal activities.

was 3,250 members. This is a longitudinal dataset that covers
a total of 381,843 posts which were uploaded to these groups
starting from the time period of April 2015 to March 2024.

The dataset is categorized into various sub-datasets, each
containing a distinct type of metadata:

o« The post metadata component includes a unique
post_id, an author_id (corresponding to the
member_id of the user who uploaded the post), the
group_id representing the group where the post was
published, the post text, and a timestamp indicating when
the post was uploaded. The same author_id can
appear multiple times, since a single member may create
multiple posts.

o« The member metadata component contains records
of individual members, each identified by a unique
member_id, along with the corresponding group_id
indicating the group to which they belong. Since an
individual can be a member of multiple groups, the same
member_id may appear multiple times, once for each
group affiliation. This structure represents a many-to-
many relationship between members and groups.

e The group metadata component provides the group_id
with each group having a unique identifier and creation
date.

B. Data Preprocessing

For this paper, only the post and group subdatasets were
considered from the entire dataset. To ensure that only rel-
evant English-language posts were retained for downstream
processing, a robust, hybrid language detection strategy was
used as part of the data cleaning pipeline. This step was crucial
because the cleaned posts were intended to be fed into large
language models (LLMs) that operate exclusively on English
input. Retaining non-English content would reduce the efficacy
and consistency of the LLM’s performance.

Three language detection libraries, LangID (Lui et al. [34]),
langdetect, and FastText (Joulin et al. [35] and Sainte-Marie et
al. [36]) were compared on both original and decoded versions
of the text. A hybrid decision rule was applied: if any of
the decoded classifiers (Langid, Langdetect) or the original
FastText output predicted English (“en”), the final label was

set to English; otherwise, the label defaulted to FastText’s
original prediction. This rule prioritized recall for English
while ensuring high precision, and it leveraged FastText’s
robust performance in cases where no classifier confidently
predicted English.

The hybrid model achieved an accuracy of 99.2%, signifi-
cantly outperforming all individual language detection libraries
when evaluated against a manually labeled subset of 133
diverse posts comprising English, null, and various foreign
language content. Detailed evaluation metrics and comparative
results for all models are provided in the Appendix A.

The resulting dataset consists of 321,319 posts after exclud-
ing 60,523 null or non-English posts as a part of data cleaning.

IV. POST CATEGORIZATION

Each group in the dataset comprises a diverse range of ser-
vice providers. To comprehend the ecosystem of TSS groups,
it is crucial to break them into various service providers based
on the intent presented in the post. These groups operate as
informal, uncontrolled marketplaces where traditional systems
of trust are missing. There is no confirmed vendor identity,
no reputation or feedback system, and no assurance regarding
the quality, legitimacy, or delivery of the advertised products
or services.

A. Manual Categorization Process

Five manual annotation iterations were performed to cat-
egorize the posts, following a process inspired by grounded
theory [37]. In each round, two annotators labeled randomly
selected posts from the dataset. Any disagreement in the
definition or understanding of category labels was resolved
after discussions between both annotators. Consistency be-
tween annotators was measured using precision, recall, F1
score, Jaccard index, and Hamming loss. The table I lists
the outcomes of each round. Each of these indicates the
extent of agreement or disagreement among annotators when
categorizing sample data.

Round 1 (n = 300): Beginning with manual labeling, the
annotators started classifying posts using the categories in the
study by Liu et al. [3] as a starting point. The categories
include announcements, call centers, victim data sales, expand-
able attackers, money launderers, null, tech support web mas-
ters, and toll-free number providers. The category “expandable
attackers” is defined to cover the posts that periodically
refer to services such as pay-per-call, popup advertisements,
email blasting, SMS blasting, and other intentions that assist
promoting and advertising such campaigns.

Round 2 (n = 200): A number of new, more focused
categories, such as “PPC/Popup Calls”,“Blasting Campaign
Services” and “Fake/Illicit Documents Services” were intro-
duced. The new categories were not precisely defined, leading
to inconsistent labeling by annotators, which resulted in a sig-
nificant decrease in precision and recall. The previous category
“expandable attackers” is broadened into three categories: (1)
“Advertising operators”, (2) “Blasting Campaign Services” and



(3) “Fake/Illicit Documents Services”, with each contributing
to a unique offering in these marketplaces.

Round 3 (n = 100): To address Round 2’s misinterpretation,
preliminary definitions are added to each category based on the
intention of the post. Additionally, “Criminal IT Infrastructure
Operations” was defined. In order to handle few posts that
never fit any predefined categories, “Other” as a category was
proposed. The output made a tremendous difference, boosting
the accuracy from 0.08 to 0.69.

Round 4 (n = 100): This round included further fine
tuning of some category names and definitions. These minor
adjustments substantially increased clarity without upsetting
earlier advances. Metrics continued to improve marginally,
suggesting stable and high agreement.

Round 5 (n = 100): Category labels were refined to improve
both clarity and understanding. Despite these modifications,
annotator agreement remained high, indicating that the revised
definitions were effective. The agreement metric remained
consistent with the previous round, demonstrating stability in
annotation quality.

The final categories and definitions are provided below:

o Blasting Campaign Services: Services that transmit mass
email or SMS messages to prospective victims using the
technique called email/SMS blasting, by which inbound
calls are generated.

o Job Offerings: Hiring workers that take phone calls at
call centers.

o Criminal IT infrastructure Operations: Scripts and tools
required to operate criminal IT infrastructure, excluding
toll free number providers, website development services
and remote access services.

o Fake/lllicit Document Services: Impersonating the doc-
uments of legitimate organizations.

e Money Launderers: Services that cash out or transfer
stolen payments.

e PPC/Popup Calls: Services that assist scammers in run-
ning malware advertising campaigns, such as PPC and
pop-ups to generate inbound calls.

e Remote Access Services: Remote access software used
to connect to victim devices.

e Scammer Warnings: Warnings to the community about
alleged dishonest scammers.

e Toll Free Number Provider: Vendors that provide Toll-
free number (TFN) numbers.

e Victim Data Sales: Data of victim contact or personal
details.

o Web Development Services: Website services, including
hosting and promotion.

o Not Related: Posts that do not describe any component
of a cyber crime, or posts written in foreign languages.

e Other: Posts that do not fit with any existing categories.

There was a notable improvement in annotator agreement
after the iterative refinement process over five manual an-
notation rounds, especially in Rounds 4 and 5. All assess-
ment metrics (F1 score, Jaccard similarity, and Hamming
loss) demonstrated consistent performance in these rounds,

TABLE I: Evaluation Metrics Over Multiple Rounds

Round Precision  Recall F1 Jaccard Hamming Loss
Round_1 0.433 0.433  0.433 0.433 0.112
Round_2 0.081 0.151  0.102 0.075 0.160
Round_3 0.693 0.740  0.708 0.690 0.054
Round_4 0.738 0.858  0.771 0.712 0.049
Round_5 0.733 0.728  0.725 0.705 0.049

suggesting that all category definitions were now widely
accepted and routinely used. Furthermore, neither of these
rounds produced any new, discrete categories, indicating that
the current taxonomy was adequate to account for the observed
differences in the data. This led to the conclusion that the
categories had conceptually reached saturation. As a result, the
established taxonomy was used as the basis for the automated
labeling pipeline.

B. Automating Category Assignment

Following the completion of manual labeling, the process
turned to automating the labeling process utilizing an In-
Context Learning (ICL) approach proposed by Min et al. [38]
with justified classification technique, moving beyond tradi-
tional keyword-based methodologies. The fundamental objec-
tive behind this transition was to mitigate human bias com-
monly introduced through heuristic keyword selection and to
assess whether the proposed categories were both semantically
distinct and readily interpretable by language models.

Our approach employs a structured many-shot ICL prompt-
ing strategy to guide an LLM in assigning one or more suitable
category label to each post across the entire dataset. The
prompt is carefully designed not only to generate the most
appropriate category label(s), but also to provide a justification
for each assigned label. These justifications offer a transparent
view into the model’s reasoning, aligning with Explainable
Al (XAI) principles as discussed by Zhao et al. [39] and
Danilevsky et al. [40] and supporting efforts to assess and
refine the model’s understanding of complex and subtle post
intention.

To facilitate the automation process, we utilized 151 man-
ually labeled posts. These posts were selected to ensure
coverage of all 13 categories, including instances with multi-
label annotations. For example, we manually assigned category
labels and constructed justifications grounded in the corre-
sponding category definitions, which served as the rationale
to guide the model’s classification process. This approach
is consistent with explainability-oriented Natural Language
Processing technique as highlighted by Zhao et al. [39] and
Danilevsky et al. [40], where rationale generation precedes
label assignment.

The final prompt template included eight key components:
(1) task overview, (2) category definitions and intent, (3)
structured many-shot examples, (4) overall distinction guide,
(5) instructions, (6) final matching step, (7) the task input (i.e.,
the text to be labeled), and (8) a category alignment check.
Each example in the prompt followed the template:



Post: {post} \n A: Let’s think step by step. Pre-defined
category(s): [{category}] Reason: This is the {reason}

This design ensures that LLMs not only learn to apply the
correct labels, but also to verbalize its reasoning, improving
both transparency and reliability. Full prompt template details
are provided in the Appendix B.

We conducted multiple iterations of prompt development
to refine the performance of LLM in categorizing posts. Ini-
tial experiments employed zero-shot and few-shot prompting
techniques. However, manual inspection of the model outputs
revealed that the produced labels often lacked contextual
relevance and failed to align with the intended category
definitions. To improve performance, several adjustments were
introduced: (a) category definitions were clarified to enhance
interpretability, and (b) some category names were revised to
reduce ambiguity. Additionally, the categories “Not Related”
and “Other” were merged, as the model struggled to distin-
guish between them due to their overlapping characteristics.
Subsequent prompt refinements focused on improving both
the consistency and accuracy of the model’s output. These
included standardizing the output formatting, incorporating
category alignment checks to encourage more deliberate rea-
soning, and experimenting with the positioning of many-shot
examples within the prompt. Given the relatively large number
of posts (151), there was a risk that the model might lose focus
on the defined category schema. To mitigate this, we introduce
a high-level distinction guide summarizing the key differences
between categories, which served as an anchor for the model’s
interpretation through the prompt.

To evaluate model performance and consistency, we tested
two LLM versions: the original Gemma and the enhanced
Gemma 3 (12 billion parameters). A random sample of 100
posts, distinct from those used in the many-shot prompt,
was selected for evaluation. Each selected post was manually
labeled by a human annotator to serve as ground truth for
evaluating the model’s accuracy. As shown in Table II, the
original Gemma model achieves an accuracy of 94.8%, while
Gemma 3 reaches 97.9%, demonstrating improved alignment
with human annotations. This evaluation not only highlights
the effectiveness of structured prompting with many-shot
examples, but also provides insight into how well the LLM
internalized the distinctiveness and clarity of our category
schema. Based on these results, the remaining dataset was
analyzed using the best-performing configuration, Gemma 3
combined with our refined structured many-shot prompt.

V. GROUP CATEGORIZATION

In addition to categorizing posts, we observe that the names
of the groups themselves often indicate a particular emphasis.
Hence, two of the authors manually categorized all 96 groups
into four distinct categories based on the group names:

o Specialized tech support scam service/product groups:
where group name aligns mostly focusing on a specific
product or service but restricting to TSS.

TABLE II: Category-wise Accuracy Comparison Between
GEMMA and GEMMA3

Category Accuracy
GEMMA GEMMA3

Remote Access Services 0.94 0.98
Job Offerings 0.99 0.98
Criminal IT Infrastructure Operations 0.91 0.97
Fake/Illicit Document Services 0.98 0.97
Victim Data Sales 0.95 0.99
Blasting Campaign Services 0.91 0.98
Money Laundering Services 0.88 0.95
PPC/Popups Calls 0.94 0.98
Toll-Free Number Providers 0.94 0.99
Other 0.94 0.97
Scammer Warnings 1.00 0.99
Web Development Services 1.00 1.00
Average Accuracy 0.948 0.979

o Specialized scam service/product groups: where group
name aligns mostly focusing on a specific product or
service but not restricting to TSS.

o Geo-localized tech support scam groups: where group
name aligns mostly focusing on a specific city or location
that they can operate, restricting to TSS.

¢ General tech support scam groups: where group name
aligns mostly not focusing any product or service rather
created to contribute to TSS.

VI. ANALYSIS
A. Post and author summary statistics

A total of 321,319 posts were labeled by LLM as a part of
the automated classification process. The LLM successfully
labeled 97.2% of posts using the defined categories. The
remaining 8,733 posts either encountered an error during
label generation, introduced a category not included in the
predefined set, or produced output from which the label could
not be reliably extracted due to formatting inconsistencies.

The Overall columns in Table III indicate the number
and percentages of authors and posts in each category.
The largest number of posts and authors was found in the
Money Laundering Services category, followed by Victim Data
Sales. Call generating techniques such as Blasting Campaigns,
PPC/Popups Calls, and Criminal IT Infrastructure Operations
are also popular.

The top 10 groups, ranked by post count from highest to
lowest, account for 111,009 posts out of a total of 312,586
posts, representing 35.5%. The top 18 groups accounted for
over fifty percent of the total posts in the dataset.

Although the total number of distinct members across all
96 groups is 186,936, only 30,764 individuals have actively
contributed posts. Among users who contributed posts, 78.1%
posted exclusively in a single group. An additional 11.36%
participated in two groups, while 3.73%, 1.76%, and 1.13%
of users posted in three, four, and five groups, respectively.
Less than 1% of users posted in more than six groups. The



TABLE III: Category-wise Percentages of authors and post

Category \ Overall Specialists Generalists One-Time Posters
| Authors Posts Authors  Posts | Authors  Posts | Authors Posts
Money Laundering Services 16.7% 22.4% 22.3% 30.3% 49.0% 66.7% 28.7% 3.0%
Victim Data Sales 14.3 21.9 12.9 16.4 60.1 81.2 27.0 2.5
Blasting Campaign Services 8.3 11.8 8.7 3.8 70.2 94.1 21.1 2.1
PPC/Popups Calls 6.3 9.7 9.1 49 63.6 92.7 27.3 2.5
Other 21.5 8.5 14.3 31.0 41.7 53.5 44.1 15.5
Criminal IT Infrastructure Operations 8.0 7.9 7.7 7.1 67.2 89.4 25.1 3.6
Job Offerings 12.2 6.8 29.5 46.0 29.2 43.6 41.3 10.4
Toll-Free Number Providers 2.8 5.1 4.2 2.7 85.9 96.5 9.9 0.8
Fake/Illicit Document Services 5.1 2.3 4.5 10.7 76.0 83.3 19.4 6.0
Remote Access Services 1.3 1.8 9.7 254 80.5 73.7 9.8 1.0
Web Development Services 2.0 1.3 4.6 8.4 64.8 85.0 30.6 6.6
Scammer Warnings 1.5 0.5 32 3.8 79.1 88.0 17.7 8.1
Overall \ - - 23.0 18.7 \ 28.9 77.0 \ 48.1 4.3
CATEGORY DISTRIBUTION BY TOP 10 GROUPS TABLE IV: Results of Group Categorization
eRovZ Group Category Total Posts # Groups
R Specialized Tech Support Scam Service/Product Group 128797 40
CATEGORY Specialized Scam Service/Product Group 113563 29
b saeG, General Tech Support Scam Groups 44832 16
SR T e Geo-Localized Tech Support Scam Groups 25394 11

GROUP
6

GROUP
5

GROUP

omH
PPCPOPUP

GROUP e
4 REVOTE AccEss

VICES

R

SERVI
SCANMNE
GROUP

3
VICTib
DATA
SALES
GROUP WEB DEVELOPHENT

2 ICES

GROUP
10

GROUP
1

PROPORTION

Fig. 2: Mosaic Plot of category distribution by top 10 groups

seven most prominent users were active participants in more
than 50 groups.

A significant concentration of activity is observed, with
the top 1% of users accounting for 44.5% of all posts. This
concentration increases substantially, as the top 10% of users
collectively contribute 77.6% of the total posts. The high level
of posting inequality is further reflected by a Gini coefficient of
0.81, indicating a pronounced imbalance in user participation.

By examining the distribution of post categories by group,
we can investigate whether specialization appears within the
groups themselves. Fig 2 shows the distribution of categories
among the top 10 groups. We see evidence of specialization in
groups 3 (job offerings), 4 (money laundering services), and
7 (money laundering services). However, in other groups, the
distribution is more evenly spread across post categories. The
distributions of Groups 1, 2, and 5 closely mirror the overall
post distribution shown in Table III.

B. Group categories

Table IV breaks down the group prevalence according
to these categories. Overall, groups with specialized TSS
products and services is the most common, comprising of 40
groups with 128,797 total posts. The second most common
groups focused on particular scam service, but is not restricted
to TSS alone. General TSS groups are less common, with those
geolocalized to particular city (typically in India) occurring in
11 groups.

Between 2008 and 2023, new groups are established at a
steady, but not remarkable pace (See Figure 4). The exception
was in 2015, where 37 groups were created. Among the
37 groups, the specialized TSS service groups were most
common, although eight of the 11 geo-localized groups were
also created. In addition, we observed groups that remained in
operation over time. For example, the 37 groups established
in 2015 remained active when data collection occurred.

Figure 3 illustrates how the content of posts compares with
the group category. In most cases, the distribution of posts
adheres to the general population. There are some exceptions,
however. For example, job offerings tend to appear more often
in general TSS groups, while fake/illicit document services
happen most often in specialized scam service groups not
restricted to TSS.

C. Generalists versus Specialists

Most posts are assigned only one label, with only 5.3% of
posts being categorized with multiple labels. Hence, general-
ization does not appear to happened at the post-level, but rather
at the user-level. To that end, we divide users into categories
based on post count and their contribution to each category.
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o Generalist: user who posts at least twice and covers
multiple categories.

« Specialist: user who posts at least twice and focuses on
posting only in one category.

o One-time poster: user who posted only once across the
dataset.

There are 14,789 one-time posters out of 30,764 users (48%
of the total), 7,076 (23.0%) specialists, and 8,891 generalists
(28.9%). On average, each specialist user made 8.97 posts and
generalist users post more than three times as often at 26.4
posts.

1) By Post Categories: Table III shows the breakdown
of specialists and generalists across post categories. Posts
on job offerings tend to be made primarily by specialist
authors. Similarly, posts related to money laundering and
remote access services are also made more frequently by
specialists, despite specialists representing a smaller share
within these product/service categories. For generalist authors,
money laundering remains a category where they contributed
the most, accounting for roughly two-thirds of all posts. The
least active categories — such as TFN providers, fake or
illicit document services, remote access services, and web

User Type Distribution Across Group Categories
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Fig. 5: Generalists versus specialists in group categories.

development services — are largely dominated by generalist
authors as well.

2) By Facebook Groups: Across all groups, the specialized
scam service/product groups had the highest numbers of all
three user types, and the geo-localized TSS groups had the
lowest numbers, as shown in Figure 5. Unlike specialized scam
service/product group, specialized TSS service/product groups
have a larger number of generalists than one-time posters and
specialist users. Across all groups, the number of specialist
users is low compared to the other two types.

In addition to user types, we observed variations in product
category distribution between groups. Within both specialized
Facebook groups, posts on money launderers, blasting cam-
paign services, and victim data sales (see Figure 3). These
product categories highlight the essential services and products
necessary to initiate any TSS campaign. Victim data sales
especially dominated the number of posts for specialized TSS
service/product categories. On the other hand, there is a lack
of product specialization in geo-localized TSS groups.

These findings suggest that the Facebook marketplace ecol-
ogy is characterized by a predominance of non-specialist
users operating within specialized group structures. While
specialized scam service/product groups attracted the highest
number of users across all groups, user-level specialization in
services/products remain relatively uncommon across groups.
Notably, even within the specialized TSS service/product
groups, generalists outnumbered specialists, suggesting that



users engage opportunistically across product categories rather
than cultivating domain expertise. Moreover, geo-localized
TSS groups exhibited both lower user activity and a lack
of product specialization, which is indicative of a more
fragmented operational structure. In contrast, both specialized
groups play a central role in facilitating core illicit infras-
tructures necessary for TSS. These dynamics underscore a
marketplace structure in which generalist users rely heavily
on specialized groups for essential resources.

VII. DISCUSSION

This study advances the existing knowledge of TSS ecosys-
tem by closely examining service offerings, vendor specializa-
tion, and the suitability of large language models for automated
categorization. First, the findings showcase a diverse yet
structured TSS marketplace ecosystem in terms of services
and products offered. Specifically, frequent posts on money
laundering services highlight the importance of financial facil-
itation in the operation of TSS. In other words, the ecosystem
relies on intermediary services to transfer and convert money
received from scams, instead of actors who execute TSSs.
Second, the findings suggest the occurrence of group-level spe-
cialization instead of user-level specialization. The creation of
specialized scam service/product groups and specialized TSS
service/product groups indicates the functional specialization
in the TSS marketplace ecosystem. Forty out of the 96 groups
focused on specific services. However, among these groups,
most vendors were considered generalists. This suggest a
calculated adoption where vendors diversify their products and
services to maintain competitiveness and limit risks, while
groups were created to serve consumer demands. The contrast
between the group-level and user-level specialization indicates
a marketplace ecosystem with flexible structure and dynamic
role distributions.

A primary methodological contribution of this research is to
explore the role of LLMs in the classification of complex, un-
structured, and real-time data from online discussions among
cyber criminals. The LLM annotation achieved a high accuracy
of 97.9%, illustrating the value of adopting LLMs in cyber
threat intelligence. Few instances of false negative and labeling
refusals occurred, indicating need for more context aware
prompt engineering and refinement techniques. Overall, the
use of LLMs provides a scalable and reproducible approach
for examining huge volumes of dynamic cybercrime forum
data without significant human intervention.

We ultimately arrived as 12 distinct products and services
being discussed in posts. The most commonly occuring cat-
egories are money laundering services and victim data sales.
We observed that the total number of authors were evenly
distributed across generalists and specialists. However, in
terms of activity and participation, generalists are more active
than specialists. Finally, at the group level, the distributions
of messages mirrors the overall population. There are some
notable exceptions, however. For instance, the messages in
a handful of groups are dominated by one category, notably
groups dedicated to money laundering and job offerings.

VIII. LIMITATIONS

The study aimed to understand the products and actors
participating in the informal marketplaces organized around
TSS. However, a number of limitations should be acknowl-
edged. First, the current analysis utilizes data from Facebook
groups. Although similar groups exist on multiple platforms,
Facebook is one of the largest and most active platforms of its
kind, and its rich raw data provided a strong foundation for
this work. Nonetheless, scammers discussions taking place on
other platforms have not been included. Second, the classifi-
cation of posts was performed using LLMs with categories
derived from five rounds of manual annotation. The LLM
achieved an accuracy of 97.9% though a small number of
false negatives may exist. Additionally , some posts could not
be labeled because LLM sometimes interprets certain requests
posts as direct prompt rather than content to classify. Finally,
the LLMs used for this study were Gemma3:12B and Gemma
original. While this model performed reliably and yielded high
accuracy, there exist more powerful and tested models such as
Gemma3:30B, Qwen:30B or DeepSeekR1. Due to hardware
constraints, these models were not accessible, but future work
could leverage such models for higher accuracy, efficiency,
and improved performance.

IX. FUTURE WORK

Future research could extend the current research in multiple
ways. First, the posts can be further categorized, such as by
sentiment or whether the post is advertising or requesting
a service. These categorization approaches could provide a
deeper understanding of the dynamics of the marketplace.
Second, the dataset can be incorporated with data from other
platforms, which would allow for a more comprehensive
view on the TSS marketplace ecosystem. Third, longitudinal
analysis at both author and population levels should provide
insight not only on trends across the time but also into the
process of scammer entry, exit, and overall trajectory in the
ecosystem. Finally, researchers can leverage methods such as
crime script analysis to understand the operational procedure
within these marketplaces and TSS. This would help identify
intervention points for targeted disruption measures.

X. CONCLUDING REMARKS

This study utilizes a multi-faceted approach to examine
the TSS ecosystems. Our work has developed a data-driven,
scalable process to categorize the high volume of social media
posts. We employed an iterative modified grounded theory ap-
proach to generate reliable categories. We then automated the
classification process using a structured prompting technique.
We fully expect that this approach could be utilized in other
cyber crime fora datasets.

Our analysis of product and service distribution reveals
key trends in the TSS-relevant Facebook groups: (1) the
prominence of money laundering services, (2) the presence of
specialization at the group-level and (3) recruitment postings
by specialized users across all the groups. While certain groups
display domain expertise, user behavior tends to be more



diffuse, with a majority of users being generalists across the
ecosystem.

Together, these findings advance the empirical foundation
for understanding TSS ecosystems and evaluating computa-
tional tools for online crime monitoring.
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RESULTS OF LANGUAGE DETECTION MODEL

TABLE V: Performance Metrics of Language Identification

Models

Metric Accuracy Precision Recall F1

LangID_org 0.727 0.182 1.000  0.308
LangDetect_org 0.939 0.500 0.875  0.636
FastText_org 0.917 0.412 0.875  0.560
LangID_dec 0.917 0.421 1.000  0.593
LangDetect_dec 0.947 0.533 1.000  0.696
FastText_dec 0.909 0.375 0.750 0.500
Hybrid 0.992 1.000 0.875  0.933

APPENDIX B
PROMPT FORMAT

prompt= £””’You are an expert at analyzing and labeling
criminal group marketplace group posts . Your goal is to
assign the most appropriate predefined category label(s) to
each post, based on **predefined categories, their definitions,

and intentions™**,

TASK OVERVIEW:

PREDEFINED CATEGORIES:

MANY-SHOT EXAMPLES: fewshot_example

OVERALL DISTINCTION GUIDE

INSTRUCTIONS:

FINAL MATCHING STEP (Before answering):
Task: Post: “{post}” A:Let’s think step by step.
CATEGORY ALIGMENT CHECK:

993995




