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Abstract. Users are often flagged as an important source of cyber risk.
However, in enterprise environments, some job tasks are riskier than
others. We construct a working definition of task-based cyber risk and
apply it to tasks from the O*NET database of occupation profiles. We
first conduct a qualitative analysis using human coders, then develop
and evaluate an automated approach using large language models. The
results demonstrate the feasibility of identifying cyber risk from job task
descriptions, which could be used to manage enterprise cyber risk better.
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1 Introduction

Understanding cybersecurity risk is crucial for any organization aiming to im-
prove its security. Cyber risk management programs guide security-related de-
cisions, relying on information provided by industry partners, internal security
teams, and government advisories. A common refrain in these analyses is the
practice of treating users as a significant risk factor (35,29, 13|. This viewpoint
has received pushback as being misguided victim-blaming [1].

An alternative approach could be to focus on the specific tasks users under-
take that exhibit elevated cyber risk. This approach contributes in at least two
meaningful ways. First, the focus on tasks shifts responsibility from the individ-
ual to the job role and its place in the organization. Second, identifying tasks
associated with elevated cyber risk creates opportunities for mitigation through
training, process change, or the adoption of controls.

Specific tasks that users perform rarely appear in current cyber risk analyses.
Where distinctions are made, users are typically categorized as regular or those
with administrative privileges, with executives and other VIPs sometimes placed
into a separate category for monitoring. The approach presented in this paper
seeks to be more precise in delineating tasks and the cyber risks they exhibit.
We devise an automated method to label job tasks that contain cyber risk. The
method utilizes a custom task-based cyber risk definition, derived from iterative



2 C. Bolger et al.

grounded theory, to determine whether specific tasks sourced from a large jobs
database have cyber risk. Categorizing tasks based on the presence of cyber
risk could enable security practitioners to better determine whether additional
security controls are needed, whether users require task-specific security training,
or whether the task should be redesigned to be performed securely.

2 Research Vision for Task-Based Cyber Risk

This paper is narrowly focused on labeling job tasks for the presence of cyber risk.
Ultimately, our aim is to apply this method to large, comprehensive databases
of job roles and associated tasks. We briefly discuss potential avenues for future
research to help motivate the objectives of the present paper.

Tailoring Cyber Risk to Work Roles. Organizations that have their own inter-
nal job and task descriptions could apply this method to construct a database
of task-based cyber risk specific to their own environment. This information in
turn could be used to better manage cybersecurity risk facing the organization.
Targeted training could be designed for risky tasks and delivered to just those
affected workers. By focusing on actual job-related tasks, the training is also
inherently more relevant than general-purpose training. Moreover, workers iden-
tified as engaging in riskier tasks could be supported through enhanced security
monitoring and protective controls. Finally, the organization could choose to
alter or eliminate tasks deemed to be too high-risk.

Such tailoring could also be utilized beyond individual organizations, since
many job roles are common across companies. Once again, training and security
controls could be adapted to the identified tasks present for particular roles, cre-
ating a more granular understanding of cyber risk and how it can be mitigated.

Evaluating Organizational-Level Cyber Risk. At the organization level, this re-
search enables a broader, more strategic view of cyber risk by aggregating task-
based insights across roles. Rather than focusing on individual users or tasks
in isolation, this perspective allows organizations to evaluate how cyber risk is
distributed and managed across the enterprise.

Organizations could conduct gap assessments of existing security controls
relative to identified task-based risks. This can reveal potential weaknesses in
current controls and highlight areas where additional cybersecurity investment
may be most effective. New or proposed controls can also be evaluated against
these identified risks to determine whether they adequately mitigate them.

Additionally, task-based cyber risk data could be mapped to known attack
vectors from frameworks such as MITRE ATT&CK [26]. This would enable
a better understanding of not only the attack techniques themselves but also
the organizational conditions that make those attacks more likely. Additionally,
this approach could support the development of organization-level risk scores
based on the roles and tasks present within a given organization. Such scoring
mechanisms could be used by external stakeholders, such as cyber insurance
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providers, to estimate organizational risk exposure based on the types of cyber
risks employees are likely to encounter.

3 Background

This research draws on multiple domains to establish a foundation for task-based
cyber risk identification. It begins with enterprise risk management, then exam-
ines the sources and characteristics of occupational data as used in industrial-
organizational psychology, and finally considers the application of large language
models to automate the classification of large datasets.

Cybersecurity Risks Both academic researchers and industry practitioners have
developed ways to measure enterprise risk [10,27]. The National Institute of
Standards and Technology has published a Risk Management Framework (RMF)
designed to help organizations manage security and privacy risk. Organizations
can use this information to determine their security investments [15, 16].

Human aspects of cybersecurity risk have been widely researched. Studies
have shown the extent to which organizations go to modify human behavior to
reduce cybersecurity risk [5]. Tasks known to have inherent cyber risk, such as
sending and receiving email, have received specific attention [22, 23, 33]. Further-
more, research has also indicated that work tasks can come into conflict with
security policies, resulting in insecure user behavior [19]. Recent work has ex-
plored the possibility of assigning users different cyber risk profiles based upon
their role [6]. Despite this, there has been little research connecting cybersecurity
training to specific job tasks [28].

Occupation Research Industrial-organizational psychologists have developed a
range of methods for analyzing jobs and the tasks within those jobs. They have
applied the methods across a wide range of industries and occupations [2, 32].
Significant research has also been conducted around the concepts of job design
and job crafting. These concepts refer to both the top-down structuring of jobs
by organizations as well as the bottom-up modification of jobs by employees [31,
21]. The goal of these processes is to improve employee performance within roles.

Brummel et al. applied these principles to organizational cybersecurity by
categorizing employees into one of four different roles, users, administrators,
engineers, and executives [7]. They identified several key tasks related to cy-
bersecurity and highlighted that "categorizing employees by their roles within
the cyber security architecture is an important first step in coming up with ap-
propriate training objectives" [7, p. 223]. We aim to build upon this work by
identifying the specific tasks within all roles that contribute to the cybersecurity
of an organization so that future training can be designed to specifically target
these tasks. This also allows for the opportunity to utilize job redesign and job
crafting principles using the task information to enhance these tasks in situations
where training may not be adequate.
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Contextual Al Classification in Specialized Domains Large Language Models
(LLMs) have advanced the classification of unstructured, complex datasets across
different domains [8]. Several recent works have utilized LLMs to analyze the
O*NET labor dataset [25,4]. Although O*NET provides a structured represen-
tation of labor variables, mapping these variables into real-world applications is
non-trivial. Recent studies in NLP have made significant progress in this area.
Meisenbacher et al. [25] leveraged encoder-based architecture to extract the nor-
malized O*NET features from large volumes of noisy job advertisement data.
Parallel advancements have been adopted in the labor market analysis. Eloundou
et al. [12] demonstrated efficacy of utilizing the LLMs to classify massive volumes
of O*NET task descriptions to measure occupational exposure to generative Al.

A key challenge in this domain is the classification of O*NET tasks in iso-
lation, where the absence of broader occupational context results in heightened
semantic ambiguity. To overcome the limitation, we propose a two-stage classi-
fication pipeline detailed in Section 6.

4 Research Questions

The research questions we attempt to answer are as follows:

— RQ1: What is an appropriate definition of task-based cyber risk?

— RQ2: What task information is necessary to estimate task-based cyber risk?

— RQ3: How can machine learning or large language models be used to assist
in categorizing tasks as containing task-based cyber risk?

e RQ3a: What information does a model need to be provided to attain
greater than 90% reliability for classifying task-based cyber risk when
compared to human coders?

e RQ3b: Does a dynamic allocation configuration that incorporates role
information achieve high balanced accuracy while minimizing token ex-
penditure and inference cost?

5 Manual Task Categorization Using Qualitative Analysis

5.1 Data Source for Tasks

The U.S. federal government through the Department of Labor created the Occu-
pational Information Network (O*NET) database containing occupation profiles
covering over 55,000 jobs across the economy [34]. Each occupation lists specific
tasks. In total, 18,797 tasks are reported. Note that a single task can be used for
multiple occupations. For example, the task to “design, or supervise the design
of, systems, processes, or equipment for control, management, or remediation of
water, air, or soil quality” is carried out by 20 occupations, such as Industrial
Ecologists, Civil Engineers, Hydrologists and Conservation Scientists. We utilize
the full task description as well as the list of roles related to the task.
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5.2 Process for Manually Labeling Tasks

The procedure for determining whether job tasks exhibit cyber risk begins with
constructing a definition that reflects the domain. We then put the definition to
the test by using three independent human coders to label tasks over multiple
rounds, refining the definition at each stage. The final result is a working defi-
nition of task-based cyber risk and a ground-truth dataset of labeled tasks that
can be used to evaluate the automated approach described in the next section.
To begin, we agreed upon a definition of cyber risk based upon existing
definitions provided by NIST SP 800-60 Vol. 1 Rev. 1 [24] and ISO 27005 [20].

Definition 1. Cyber risk An effect of uncertainty on or within information
and technology. Cybersecurity risks relate to the loss of confidentiality, integrity,
or availability of information, data, or information (or control) systems and
reflect the potential adverse impacts to organizational operations (i.e., mission,
functions, image, or reputation) and assets, individuals, other organizations, and
the Nation.

With this definition of cyber risk we then drafted an initial definition of
task-based cyber risk for the coders to apply and improve. Each coder is an
experienced cybersecurity professional with varied backgrounds in cybersecurity
and computer science. Following each round, the coders met and discussed any
disagreements. In each round, a randomly sample of 150 tasks from the O*NET
database were evaluated. Our intent through each round was twofold. First,
we aimed to achieve acceptable coder agreement. Second, we sought to further
refine our definition of task-based cyber risk for later use with a model for auto-
mated task classification. Five rounds were required to achieve acceptable coder
agreement. The final definition is given below.

Definition 2. Task-based cyber risk exists when one or more of the follow-
ing holds: (i) performance of the task involves the access, use, modification, or
deletion of sensitive or valuable data or systems; (ii) when tasks could fail due
to the compromise of confidentiality, integrity, or availability of the associated
data or systems; or (iii) when tasks could be directly targeted by attackers.

Post-round discussions revealed that it is often difficult to assess whether a
task contains cyber risk based solely on a yes or no scale. Table 1 illustrates the
challenge with example tasks. In some cases, as in the top row of the table, the
cyber risk is immediately apparent. In other cases, no cyber risk is involved, as in
the second row of the table. But for many tasks, the distinction is not obvious.
For example, “negotiate prices or terms of sales or service agreements’” makes
no mention of cybersecurity or IT infrastructure. Nonetheless, it does mention
service agreements, which may be stored digitally, as well as negotiations, which
could be conducted online. Moreover, the integrity and confidentiality of these
negotiations is important and could be threatened by a cyber attack. Hence, the
coders ultimately labeled the task as exhibiting cyber risk.

The final example in Table 1 illustrates a task that falls just short of con-
stituting cyber risk. Again, the task involves communication and storage that
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Table 1. O*NET Task Descriptions with Cyber Risk Determination

O*NET Task Description Cyber Risk Determination

Maintain cyber defense software or hardware to Yes (5)
support responses to cyber incidents.

Administer traction to relieve neck or back pain, No (1)

using intermittent or static traction equipment.

Negotiate prices or terms of sales or service Yes — Borderline (3)
agreements.

Coordinate sales or other promotional strate- No — Borderline (2)

gies with merchandising, operations, or inven-
tory control staff to ensure product catalogs are
current, accurate, and organized for best find-
ability against user intent.

Low Medium High
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Compromise or Failure

Fig. 1. Task-based Risk Matrix

could be digital. However, it is not especially plausible that a cybercriminal
would profit from undermining the accuracy of product catalogs.

To systematically support such evaluations, we incorporated an additional
risk classification to gauge the importance of any identified cyber risk. In rounds
3 and 4, the coders utilized the threat activities identified in the Cybersecurity
Risk Foundation’s Threat Taxonomy [11] to assess the severity of any prospec-
tive cyber risk. Ultimately, the method was determined to be too complex for
the task of labeling tasks. Hence, in round 5 the coders adopted a simple ap-
proach based upon existing methodologies using a likelihood and impact rating
for risk classification. Each task was rated on a matrix of the likelihood and
impact rated low, medium, or high. These were then used to calculate total task
risk. The matrix used is shown in Figure 1. While we did not provide strict guid-
ance on what risk level would constitute task-based cyber risk, coders generally
considered tasks that were scored either a one or two to not have cyber risk and
tasks scored three or above to contain cyber risk.
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Table 2. Inter-rater agreement statistics by round

Round Fleiss’ Gwet’s % # Tasks Cﬁ&ntr:Iz;aiflli{rslg
# Kappa AC1 Agreement Rated Cyber Risk
1 0.464 0.502 61.29% 300 136
2 0.585 0.861 84.40% 150 15
3 0.502 0.605 66.96% 150 38
4 0.458 0.745 62.67% 150 19
5 0.550 0.801 79.33% 150 30

5.3 Results for manual labeling

To assess inter-rater reliability of the coders after each round, we utilized multi-
ple methods. First and most simply, we calculated the raw agreement percentage
where all three coders agreed on a task classification. Next, we sought out mea-
sures of inter-rater reliability to understand if our agreement was due to random
chance. Because we have more than two coders, Cohen’s Kappa is not suitable [9].
Several other measures including Fleiss’ Kappa and Krippendorf’s Alpha can be
used in certain cases when there are more than two coders; however, there are
still issues with these measures in our case [14]. Throughout our initial discus-
sions, all coders agreed that there are far more tasks that do not contain cyber
risk than those that do, which can cause issues because, in these measures, the
chance-correction baseline is inflated by the skewed category distribution [18§].
To solve this problem, we turned to Gwet’s AC1 which was created precisely to
alleviate the issues with the previous measures [18, 37]. We set thresholds of 75%
raw coder agreement and an AC1 of greater than 0.8. Those results can be seen
in Table 2.

To assess the suitability of our definition for use with a large language model
for automated classification, the coders met and discussed their ratings after
each round. Any ambiguities identified in the definition during these discussions
resulted in an updated definition. Following round three we began testing the
definition with several models to gauge whether our definition was sufficiently
tight. After five rounds we surpassed the established thresholds for both percent
agreement and the AC1, and all coders found the definition to be suitable for
our purposes.

6 Automated Task Categorization using LLMs

Having developed a refined definition of task-based cyber risk in the manual
labeling, we incorporate the definition into an LLM-based approach. We first
describe the process and then report on its accuracy compared to the ground
truth data labeled by human coders.
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Fig. 2. Two Stage Automated Classifier Architecture

6.1 Process for automated labeling

In order to automate the categorization, a two-stage inference framework was
developed as shown in Figure 2. In Stage 1, each task was mapped to the LLM
through a structured zero-shot prompt containing the task-based cyber risk def-
inition and task sentence. The LLM is instructed to classify whether the task
satisfies the custom definition, producing a structured output consisting of defini-
tive label (YES/NO/UNCERTAIN), a confidence metric [0,1], categorical scales
for impact and likelihood (HIGH, MEDIUM, LOW, or N/A), a natural language
explanation, and the specific definition clause matched. A confidence threshold
01 (set to 0.60 in the baseline configuration) is applied. Task sentences greater
than 6; are accepted in Stage 1. Any classifications falling below 6, or those
labeled with UNCERTAIN, proceed to Stage 2.

Task descriptions are often short and contextually ambiguous when classified
in isolation. To overcome this limitation, a second inference stage leverages job
role context in the form of associated role titles. Since the human coders decided
to consider job roles in questionable cases, it makes sense for the LLM to do
the same. These roles are ranked by semantic similarity using a 384 dimensional
dense embeddings generated by all-MiniL M-L6-v2 model. All-MiniLM-L6-v2 is
a sentence embedded model (Hugging Face) based on MiniLM distilled trans-
formers [36] and trained using the Sentence-Transformers framework [30]. Cosine
similarity between the task sentence and each role title embedding measures the
ranking. To optimize computational efficiency the top K (K=3 in baseline config-
uration) roles are forwarded for further processing as each task could have many
roles, and providing all roles would be computationally expensive and inefficient.
These top K role titles with highest semantic similarity to the task description
are injected into the prompt, along with similarity scores and rankings. This
supplies the model with industry context that could resolve lexical ambiguities.



Towards Automatic Identification ofTask-Based Cyber Risk 9

To resolve the instances that remain UNCERTAIN even after Stage 2 con-
textual escalation, the framework adopts a deterministic fallback strategy that
once again mirrors what the human coders did. Here, the model utilizes the
task-based risk scoring presented in Figure 1. When the calculated risk score for
an UNCERTAIN task is rated as 3 or higher, it is labeled as having task-based
cyber risk. If the score is 1 or 2, the task is deemed to not have cyber risk.

To determine the minimum model capacity required for this task and to
evaluate the efficiency of capacity-differentiated routing, we tested the two-stage
architecture across three distinct model configurations.

Configuration 1: Standalone Gemma3:4b This configuration is a strictly homo-
geneous and lightweight pipeline that tests how the additional semantic context
can resolve low-confidence classifications without requiring heavy computational
resources. In Stage 1, the sentences are processed through the 4 billion parameter
Gemma3:4b [3] model. In Stage 2, task statements falling below the threshold
confidence are given to the same Gemma3:4b with additional related roles. This
establishes the baseline floor for token expenditure and classification accuracy.

Configuration 2: Standalone Llama3.1:8b To evaluate the framework with widely
adopted open-source standards, we adopted a pipeline utilizing the 8 billion pa-
rameter Llama3.1 [17] across both stages. This functions as a mid-tier evaluation
point for both accuracy and inference cost, probing the performance character-
istics of 8 billion parameter models under standardized architectural settings.

Configuration 8: Gemma8 Cascade This configuration tests the hypothesis that
dynamic capacity allocation can achieve high balanced accuracy while minimiz-
ing token expenditure. Stage 1 acts as low latency filter, where minimal capacity
Gemma3:4b model rapidly resolves the unambiguous tasks, there by reducing
the inference costs. Stage 2 acts as high compute escalation protocol, tasks that
are not resolved in prior stage are not only provided with additional occupational
data but are also escalated with 12 billion parameter model Gemma8:12b [3].
This architecture is designed to route expensive, high token reasoning process
solely to complex edge cases.

6.2 Results for Automated Labeling

All classification inferences were deployed locally using Ollama. The current
study evaluates and compares the performance of three configurations. Gold
labels were established from Round 5 of earlier human annotation, taking the
majority vote among the YES/NO annotations as a reference standard. These
gold labels are subsequently benchmarked against the two-stage classifier outputs
to assess accuracy and reliability.

The dataset includes more tasks without cyber risk, reflecting its distribu-
tion in the overall population. Hence, we also utilize metrics that account for
prevalence-sensitive reliability. To address the Kappa paradox associated with
imbalanced datasets, both Cohen’s Kappa and Gwet’s AC1 were employed. In
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Table 3. Comparison of LLMs performance

Config 1 Config 2| Config 3

Gemma3:4b| Llama3.1{Gemma3

Metric (Standalone) |(Standalone)| (Cascade)
Accuracy 0.76 0.84 0.79
YES Precision 0.45 0.65 0.50
YES Recall (Sensitivity) 0.53 0.43 0.67
NO Recall (specificity) 0.82 0.94 0.82
Balanced Accuracy 0.73 0.69 0.75
Cohen’s Kappa 0.37 0.44 0.43
Gwet’s AC1 0.70 0.81 0.74
95% CI (AC1) 0.61-0.79 0.74-0.89| 0.65-0.82
False Negatives 9 16 9
False Positives 19 7 20
UNCERTAIN Rate 5.3% 0% 0.02%
Stage 2 Triggered 14 0 16
Stage 2 Resolved as YES 6 0 13
Stage 2 Remained UNCERTAIN 8 0 3
Accuracy after fallback strategy 0.78 0.84 0.80
Balanced Accuracy after fallback strategy 0.73 0.69 0.76

alignment with its application in calculating agreement among human anno-
tators, AC1 was also used to measure the agreement and accuracy of auto-
mated label predictions. Given the absence of an UNCERTAIN class in the gold
standard, model evaluations were conducted strictly against binary (YES/NO)
ground truth labels. Therefore, we treated any UNCERTAIN model outputs as
intentional abstentions.

Table 3 presents the comparison metrics of standalone Gemma3:4b (Con-
figuration 1), standalone Llama3.1 (Configuration 2) and cascading Gemma3
(Configuration 3) performance. Standard evaluation metrics like Cohen’s Kappa
for all three configurations underestimated model agreement due to the imbal-
ance of classes. The application of Gwet’s AC1 indicates near-perfect agreement
for both models. Llama3.1 demonstrated the stronger agreement with gold la-
bels, achieving an AC1 score of 0.81 with a 95% confidence interval ranging from
0.74-0.89.

Beyond baseline reliability, the models showed contrasting operational char-
acteristics. Configuration 2 maximized accuracy and yes precision (0.65), whereas
Configuration 3 demonstrated more responsive to the minority positive class, re-
sulting greater recall (0.67) and balanced accuracy of 0.75. The number of false
negatives and false positives remained almost same in both the configuration
cases of standalone Gemma3:4b and Gemma8 in cascading architecture. These
findings suggest that Configuration 2 is the optimal model for minimizing the
false positives, whereas Configuration 3 is better suited for maximizing the true
positive detection and minimizing the false negatives for imbalanced datasets.
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Furthermore, we observe an interesting trade-off between efficiency and ac-
curacy tied to model uncertainty. Configuration 2 resolved all task statements
at Stage 1, without requiring Stage 2. This demonstrates that Llama3.1 con-
sistently generated high-confidence predictions, eliminating the need for incor-
porating additional context about occupation and risk severity. This increases
computational efficiency at the expense of dealing with uncertainty. In contrast,
Configuration 1 triggered Stage 2 evaluation for 14 tasks. Of these, 6 were re-
solved as YES following the contextual augmentation. Configuration 3 routed
16 task statements to Stage 2, resolving 13 immediately.

Moreover, the fallback strategy utilizing the risk severity score helped fur-
ther resolve the remaining UNCERTAIN tasks for Configurations 1 and 3. The
resolution did not always translate to improved accuracy, however. For Configu-
ration 1, accuracy went up slightly, but balanced accuracy remained unchanged.
For configuration 1, the fallback strategy introduced 4 additional false negatives
and 1 false positive. Conversely, for Configuration 3, the fallback strategy in-
creased both overall accuracy and balanced accuracy. Notably, the risk-scoring
technique has introduced only one false negative for Configuration 3.

When comparing Configuration 2 to 1 and 3, we observe that many of Config-
uration 3’s false negatives correspond to initial UNCERTAIN ratings in Config-
urations 1 and 3. Hence, Llama3.1’s high-confidence negative predictions do not
reliably signal absence of cyber risk, but instead reflect a bias towards conser-
vative classification when statements lack explicit digital indicators. In contrast,
Gemmad’s uncertainty helps trigger augmented contextual reasoning that the
human coders also found valuable.

Taken together, these findings reinforce the decision to design the LLM in
a manner that reflects the process emerging from multiple rounds of human-
coding tasks. Bolstering definitions with additional context can help resolve
uncertainty. The capacity-differentiated cascade successfully optimized the risk
capture and inference cost. By leveraging the 4 billion parameter model for Stage
1 and utilizing the more computationally expensive 12 billion model for Stage 2,
configuration 3 has achieved the highest balanced accuracy (0.75) and highest
YES recall (0.67) of all tested pipelines. This experience illustrates that deploy-
ing massive models on every task is unnecessary. Dynamic compute escalation
can sometimes resolve complex tasks while maintaining inference costs closer to
lightweight baseline models.

7 Concluding Remarks

The results from this study are encouraging. Through our manual categoriza-
tion we developed a definition of task-based cyber risk that is broad enough
to capture tasks that may not be traditionally considered as risky by security
practitioners (RQ1). While the definition was created with the intent to limit
false negatives, we did not observe a significant increase in false positives among
human coders. In the initial rounds of categorization coders were only provided
the task description without additional information. This was found to be in-
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sufficient to accurately judge whether a task contributed to cyber risk, so we
also included the roles that were related to the task in question (RQ2). This
addition allowed the coders to better understand the context in which the task
is performed and therefore allowed for more accurate task categorization.

Our attempt to automate the categorization of tasks demonstrated the vi-
ability of using LLMs to assess whether tasks contain cyber risk. Though we
achieved our initial goal of using an LLM to automate the assessment process
(RQ3), the work is far from complete. We have yet to achieve our stated thresh-
old (90%) of model accuracy, however we are optimistic that with additional
prompt tuning we will be able to meet this goal (RQ3a). A comparison of the
three model configurations indicated that utilizing a dynamic allocation con-
figuration incorporating additional details did increase the balanced accuracy
(RQ3b), by resolving the complex edge cases.

Our results indicate that the model that performs best will depend on the
use case. If false negatives are not a concern, Llama3.1 may be sufficient. When
false positives are more concerning the Gemma3 model should be considered. If
inference costs are not a concern, both models may be used and compared to
minimize the occurrence of both false negatives and false positives.

As articulated more fully in Section 2, we believe this methodology creates
several exciting possibilities that should be explored in future research. One key
area where this could be deployed is in the development of customized security
awareness training. A full understanding of the specific cyber risks that are
present within a role and the tasks that cause those risks would allow for custom
training to be developed to target the task and related risks. Researchers should
also explore whether this information can be utilized to help redesign tasks in a
way that minimizes risk exposure. Finally, future work should explore whether
task risk data can be used by industry sources like cyber insurance providers to
create detailed risk profiles for organizations.
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