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Abstract

Situational Judgement Tests (SJTs) are a
multidimensional measurement method commonly
used in the context of employment decisions and
widely researched in the field of industrial and
organizational (I-O) psychology. However, the use of
SJTs in the field of information system (1S) security is
limited. Applying SJT research from the field of I-O
psychology to IS security research, particularly
research with behavioral components, could prove
beneficial. SJT items typically present participants
with realistic hypothetical work/job-related situations
and potential response items. The use of SJTs in IS
security research could provide researchers with a
new measurement tool for a wide range of research
goals.
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1. Introduction

A prevalent challenge when designing a research
project is selecting suitable data collection methods.
Fortunately, researchers in the field of information
systems (IS) security can apply and build upon well-
established methods from a range of fields, including
industrial and organizational (1-O) psychology.

The purpose of this paper is to discuss the use of
Situational Judgement Tests (SJTs) in the context of
behavioral IS security research. SJT research is well
established in the field of 1-O psychology, but this
approach has not been used often in IS research. SJTs
are often used to study work and job-related behaviors
and constructs. SJTs are also quite customizable
because they can be presented in a variety of formats,
how the response instructions are worded influences
the measurement, and the scoring key can be built in a
variety of ways (Weekley et al., 2005; McDaniel et al.,
2007; Ployhart & MacKenzie, 2011; Ployhart & Ward,
2013).
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There has been increasing dialogue in the
behavioral information security research community
on the benefits of enhancing the contextual relevancy
of field survey instruments and theoretical scoping to
improve the practical impact of research efforts.
Regarding instrumentation, Siponen and Vance (2014)
note that some validated survey instruments in use in
the field are rigorously tested for content validity but
can lack the contextual specificity necessary to readily
translate to practice. They recommend several
guidelines to improve contextual relevance, including
ensuring applicability of measured IS security actions
to the organizational (or end-user) context and
providing the appropriate level of specificity of the
instrumentation for the phenomena of interest.

Additionally, although the IS field's top journals
show a preference to publish broadly generalizable
theoretical models (Davison & Martinsons, 2016;
Aurigemma & Mattson, 2019), narrower-scope
models provide the opportunity for theoretically
deeper explanations and more accurate predictions
(Siponen, Klaavuniemi, & Xiao, 2023). Siponen et al.
(2023) argue that narrowing the range of phenomena
examined in a scientific study can lead to improved
explanatory or predictive accuracy. SJTs provide
researchers the opportunity to not only ensure their
field survey instruments are relevant to the
organizational or environmental conditions of their
sample frame, but they can also be used to provide a
refined and focused examination of specific
behavioral phenomena for the development and
testing of new and existing behavioral models.

Section 2 provides a review of SJTs including
what they are, presentation formats, response
instructions, scoring, and an example. Section 3
compares SJTs to the more familiar Likert scale and
scenario measurement methods. Section 4 concludes
by discussing some possible next steps for applying
SJTs to behavioral IS security.
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2. Review of SJTs

The purpose of this section is to provide a brief
review of SJTs based on current literature. This section
will cover what SJTs are, presentation formats,
response instructions, scoring, and an example of SJT
use in a non-security research field.

2.1. What are SJTs?

Situational judgment tests have traditionally been
used to predict performance and to influence decisions
in areas such as employment (hiring, promotions, etc.),
the military, and education (Weekley & Ployhart,
2005; Ployhart & MacKenzie, 2011). A typical SIJT
presents participants with realistic hypothetical
job/work-related situations, known as item stems,
along with potential response options. Most SJTs
provide participants with between four and six
response options to evaluate per item stem (Ployhart
& Ward, 2011). SJTs are described as a
multidimensional method because they
simultaneously measure a variety of latent constructs
(Oostrom, De Soete & Lievens, 2015; Ployhart &
MacKenzie, 2011; Ployhart & Ward, 2013; Pollard &
Cooper-Thomas, 2015). Weekley & Ployhart (2005)
provide the following example to represent a typical
SJT item. Ployhart & MacKenzie (2011) and Ployhart
& Ward (2013) each present an example SJT of similar
structure. While common, this is not the only structure
that can be used as will be discussed in subsection 2.3.

One of the people who reports to you doesn’t
think he or she has anywhere near the resources
(such as budget, equipment, and so on)
required to complete a special task you’ve
assigned. You are this person’s manager.

A. Tell him/her how he/she might go about it.
B. Give the assignment to another employee
who doesn’t have the same objections.

C. Tell the person to “just go do it”.

D. Ask the person to think of some
alternatives and review them with you.

E. Provide the employee with more
resources.

Which response above do you think is the best?
Which response above do you think is the
worst?

SJTs are a flexible measurement method that can
be customized in numerous ways to meet research
objectives. Ployhart & Ward (2013) outline the
dimensions of SJTs that distinguish situational
judgment items. Table 1 is from Ployhart & Ward
(2013) and displays the item dimensions along with
examples and variations for each.

2.2. Presentation Formats

Over time the presentation formats used for SJTs
have expanded and evolved due to advances in
technology and research. Some commonly used
presentation formats include paper-and-pencil,

Table 1. Elements Distinguishing Different Situational Judgment Items

Dimension

Representative example and variations

Situation complexity
Response format

Relatively short, simple situations to complex, detailed situations
Multiple choice, true—false, constructed response (open ended), oral, verbal,

Response instructions
Reading level

Test length

Item independence

Homogeneity

Scoring

Media or presentation format

behavioral enactment

Would do, should do, most or least appropriate, best, worst, Likert-type scales

Irrespective of complexity, items can be written at low or high reading levels

Short (roughly five to 10 items) to approximately 100 items; most between 20
and 40 items

Non-independent (e.g., branching, where response to an item influences the
administration of subsequent items) to independent

Some tests written to target a single construct, but most a multidimensional
composite of constructs

A single correct answer, points for multiple correct answers, different points
depending on the appropriateness of responses, penalties (loss of points) for
choosing inappropriate responses, continuous (Likert-type) scores on an item

Paper and pencil, video (real media or computer-generated avatars), audio only,

Web or smartehone aEEIications

Note. From Ployhart, R. E., & Ward, A. (2013). Situational Judgment Measures.
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internet/computer, multimedia, and audio (Ployhart &
MacKenzie, 2011; Ployhart & Ward, 2013). Further
distinctions are made between the various formats
including text-based, video assessment, animated
assessment, and assessment gamification.

Text-based SJTs present participants with written
versions of situations and response options, such as the
example item previously shown, using a paper-and-
pencil or digital format. Multimedia-based SJTs come
with a higher development cost than text-based, but
they outperform text-based SJTs by being able to
predict interpersonally oriented criteria, being less
ambiguous (multimedia provides details such as
unspoken body language or facial cues that text-based
cannot discreetly include), having a higher fidelity,
and having less adverse impact (Pollard & Cooper-
Thomas, 2015).

Considerable research has been conducted that
compares text-based and video-based SJTs, such as
Chan & Schmitt (1997). Chan & Schmitt’s research
“showed that the Black-White difference in situational
judgment test performance and face validity reactions
to the test were substantially smaller in the video-
based method of testing than in the paper-and-pencil
method” (Chan & Schmitt, 1997, p. 143).

A more recent study conducted by Karakolidis,
O’Leary & Scully (2021) compares animated and text-
based situational judgment test formats. Their research
results indicated that “the variance attributed to
construct-irrelevant factors was 9.5% lower in the case
of animated versus the text-based SIT” (Karakolidis et
al., 2021, p. 72), which is consistent with Chan &
Schmitt’s (1997) findings. The findings in both papers
relate to the reading demands placed on participants
when utilizing text-based SJTs. In other words, the use
of a multimedia SJT format compared to text-based
formats reduces the impact of varying reading
comprehension levels between SJT participants.

Karakolidis et al. (2021) acknowledge in their
paper that it may be difficult for SJT developers to
justify using an animated format versus text-based due
to the considerable cost involved in developing an
animated SJT. The authors suggest that cost and
complexity associated with developing an animated
SJT makes them better suited for large-scale
assessment contexts such as national and international
assessments,  university  assessment  programs,
personnel selections, and credential/certification
exams. However, recent innovations in artificial
intelligence-assisted image generation (such as
DALL-E, Stable Diffusion, and others) and video
creation tools (such as Adobe Firefly for Video,
Sythesia, and Kapwing) may offer researchers an
affordable way to create customized animated SJTs.

An emerging aspect of SJT presentation formats
is assessment gamification. Landers, Auer & Abraham
(2020) described assessment gamification as “a design
process used to add game elements to an existing
measure or process to meet specific system-level
goals” (p. 227). They explain that an SJT is “gamified”
if it has gone through a redesign to add game elements
not found in its original form. Based on their research
study focused on redesigning an SJT about customer
service to include immersion and control game
elements, the authors conclude that gamification with
high immersion elements is likely an expensive way to
achieve a relatively small gain in applicant reactions
for SJTs and the control elements, although less
expensive, were not associated with significant gains
in reactions. Landers et al. (2020) suggest that the
gamification of SJTs is best considered as the “style”
of assessment.

Overall, there are various presentation formats
available for SJT developers to choose from when
designing the assessment. Text-based and multimedia-
based SJTs appear to be the most established, with
trade-offs in cost and complexity to be considered.

2.3. Response Instructions

Another highly customizable component of SJTs
is the response instructions, which refer to how
respondents are prompted to answer each situational
item. There are a few different options to consider
when deciding the type of response instructions to use
when developing an SJT. Before deciding on a
response instruction format it is important to know
what constructs the SJT is aiming to measure.

Response instructions can prompt for multiple or
single responses to an item and include asking the
respondent what they would do or should do, what
they would most likely do, which response options are
the best/worst, most appropriate/least appropriate or
most effective/least effective, and rating or ranking
response options (McDaniel et al., 2007; Ployhart &
MacKenzie, 2011; Ployhart & Ward, 2013). There are
other types of response instruction formats, but the
ones listed are commonly implemented.

The type of response instructions that should be
used for an SJT depends on the type of data the
developer would like to collect, and the latent
constructs being measured. Response instructions can
be placed in one of two categories: knowledge and
behavioral tendency (McDaniel et al., 2007).

Table 2 provides an IS security relevant SJT item
and instruction examples along with their related
knowledge or behavioral tendency category. SJTs with
knowledge instructions are a maximal performance
measure and SJTs with behavioral tendency
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Table 2. Response Instruction Examples

Situation/Item Stem

You see a coworker pick up a USB thumb drive in the bathroom, after no one says
the USB thumb drive is theirs your coworker decides to take it with them.

A. The coworker plugs the USB thumb drive into their computer.
B. The coworker tries to find the owner of the USB thumb drive.

Response Options

C. The coworker gives the USB thumb drive to the IT department.

D. The coworker throws the USB thumb drive away.

Response Instructions

Response Category

What would your coworker do next with the USB thumb drive?

What would your coworker most likely do with the USB thumb drive?
What would your coworker least likely do with the USB thumb drive?

Rate and rank what your coworker would most likely do.
Rate your coworker’s tendency to perform each option on a Likert scale.

What should your coworker do next with the USB thumb drive?

Which response option do you think is the best?
Which response option do you think is the worst?
Which response option would be most appropriate?
Which response option would be least appropriate?
Which response option would be most effective?
Which response option would be least effective?

Behavioral tendency
Behavioral tendency
Behavioral tendency
Behavioral tendency
Knowledge
Knowledge
Knowledge

Knowledge

instructions are a measure of typical performance
(McDaniel et al., 2007).

SJTs with knowledge instructions are considered
maximal performance measures because they prompt
the respondents to make judgments about what
represents maximal/effective performance (McDaniel
et al., 2007). Knowledge instructions motivate the
respondents to accurately display their knowledge and
abilities. Therefore, if an SJT developer wants to
assess the knowledge respondents have about a
construct, response instruction formats that fall under
the knowledge instruction category would be
appropriate to use.

SJTs with behavioral tendency instructions
measure typical performance because the instructions
ask them to report typical behavior in response to the
situation (McDaniel et al., 2007). If an SJT developer
would like to collect data on how a respondent would
typically respond to a situation, or how they think
someone else would respond to a situation, then
behavioral tendency instructions would be most
appropriate to use.

It is important to consider that there are some
concerns about the use of behavioral tendency
instructions in SJTs. McDaniel et al. (2007) state that
when self-reports are used to measure typical behavior
there is a possibility of self-deception or impression

management. An example of self-deception would be
a respondent reports they typically behave in an
agreeable manner at work, but their actual typical
behavior is known to be abrasive. An example of
impression management would be a respondent who
typically behaves in an unethical manner at work
would respond to the situation that they would behave
ethically. Pollard & Cooper-Thomas (2015) discuss
the topic of fake ability regarding behavioral tendency
instructions in their review paper. They conclude from
their review that “there is a lack of evidence that test
takers do actually distort their answers more when
asked to indicate how they would act” (p. 16).
Therefore, additional research may need to be
conducted to fully determine the risk faking presents
in SJTs with behavioral tendency response
instructions.

Response instructions have been found to
influence the constructs measured by an SJT
(McDaniel et al., 2007), so the choice of response
instruction format should not be taken lightly. It is
important to note that the categories of knowledge and
behavioral tendency are generic to SJTs in general and
that the specific constructs/dimensions an SJT is
measuring depends on the content of the SJT. Ployhart
& Ward (2013) state, “situational judgment measures
actually assess a variety of latent constructs
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simultaneously (hence, their description as a
multidimensional method)” (p. 552). Examples of
constructs/dimensions that have been measured by an
SJT include technical coordination; engineering
cultures; and ethics, standards, and regulations in the
context of global engineering competency (Jesiek et
al., 2020), agency and communion in the context of
medical school admission (Mielke et al., 2022), and
the six HEXACO personality dimensions (Oostrom et
al., 2018).

One potential approach in the 1S space might be
to ask employees to complete both a knowledge and
behavioral tendency version of an SJT aligned with the
organization’s IS policies. If done honestly, the
organization could gain insight into whether they
primarily have a training challenge around knowledge,
or a performance issue around expected outcomes
resulting from behavioral choices.

2.4. Scoring

Just as there are various presentation formats and
response instructions that can be used when
developing an SJT, there are many potential scoring
components to be considered. Instead of focusing on
the specifics of scoring, such as how points could be
assigned, this sub-section focuses on the foundational
aspect of scoring keys. Weekley et al. (2005), Ployhart
& MacKenzie (2011), St-Sauveur et al. (2014), De
Leng et al. (2016), and Weng et al. (2018) are a few
examples of papers that discuss various scoring
methods in more depth.

The foundational aspect of SJT scoring addresses
how response options are evaluated. An SJT developer
can apply various scoring techniques and point
systems, but first the response options must be
evaluated. In other words, without knowing the
desired responses to the situational items an
appropriate scoring key cannot be applied.

There are three basic approaches that have been
defined in SJT literature for developing scoring keys:
empirical, theoretical, and rational (Weekley et al.,
2005). The empirical scoring approach involves
establishing a scoring key based on the relationship
between the responses obtained through a large pilot
study and a criterion, such as job performance
(Weekley et al., 2005; Pollard & Cooper Thomas,
2015; Whetzel et al., 2020). The theoretical scoring
approach creates a key based on the “best” answer or
appropriate rating as determined by a theory (Weekley
et al., 2005; Whetzel et al., 2020). The rational
approach, which is most prevalent, consists of
consulting Subject Matter Experts (SMEs) to
determine the scoring key (Weekley et al., 2005;
Pollard & Cooper Thomas, 2015; Whetzel et al.,

2020). SMEs will provide what they believe is the
“correct” answer to each SJT item. For example, if the
SJT asks respondents to select the best response then
the SMEs would respond in the same format by
selecting what they believe is the best response. SMEs
can be selected in a variety of ways such as from a
specific field of research or supervisors/leadership in a
company.

A benefit of using the rational approach for SJTs
utilized in organizations is that the scoring key can be
organization specific (Ployhart & MacKenzie, 2011).
If the scoring key is created based on input from
SMEs, then SJT developers could consult with
leadership in each organization to determine an
appropriate scoring key for their specific organization.
Therefore, it is common for the same SJT items to be
used in multiple organizations while the scoring keys
are created separately for each. In terms of IS security,
the Chief Information Security Officer or other IS
security leaders would likely be considered the SMEs
for creating the scoring key.

When it is time for an SJT developer to establish
the scoring process it is important for them to first
consider how the scoring approach will be determined
(empirical, theoretical, or rational). For example, if the
SJT developer does not have the resources for a large
pilot group, then the theoretical or rational approach
could be more appropriate.

2.5. Example of SJT Use

SJTs have prominently been used as a method for
personnel selection for years, which is why the
majority of SJT research in 1-O psychology is focused
on personnel selection (Ployhart & Ward, 2013). The
use of SJTs has expanded and evolved over time, and
now includes domains such as education, certification
testing, and training & development.

The purpose of this sub-section is to provide a
recent example of an SJT in a non-security related
field. Jesiek, Woo, Parrigon, & Porter (2020)
developed a situational judgment test for global
engineering competency (GEC) in Chinese
national/cultural context. The authors identified three
dimensions of GEC: technical coordination;
engineering cultures; and ethics, standards, and
regulations. The three dimensions were used to guide
the creation of situational items for the GEC-SJT. The
GEC-SJT focused on the behavioral tendencies of the
respondents and each situational item consisted of an
item stem, response options, and the respondent being
asked to rate the effectiveness of each response option
on a 10-point scale. Table 3 provides an example SIT
item from the GEC-SJT.
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Table 3. GEC-SJT Example Item

As an American software engineer, you are working as a consultant for a Chinese software firm in Shenzhen.
While helping to debug a new firewall application the firm is developing for the Propaganda Department of the
Central Committee of the Communist Party of China (CPC), you discover that the application uses a block of
code originally developed at an American research university. The terms of use for this code indicate that it can
be freely used for research, but not commercial purposes. The project deadline is rapidly approaching, and the
central government is eager to have the firewall software to help deal with the problem of Internet addiction
among Chinese youth. What would you do in this situation?

(Please rate the effectiveness of each item below on a scale from 1 = Not at all effective to 10 = Very effective)

Not at all Very
effective effective

1 2 3 4 5 6 7 8 9 10

Ask some Chinese colleagues for advice on how to handle the

situation.

Suggest that the software firm negotiate a deadline extension so

the problematic block of code can be licensed or rewritten.

Ignore the issue.

Report the issue to the American research university which

controls the code.

Note. From Jesiek, B. K., Woo, S. E., Parrigon, S., & Porter, C. M. (2020). Development of a situational judgment

test for global engineering competency.

The authors implemented a three-step process for
developing the key elements of their GEC-SJT. The
first step was to create hypothetical work situations,
the second step was to generate behavioral response
options, and the third step was to select the final set of
SJT items and generate scoring keys using the rational
approach. Once development was complete, the
authors recruited 400 practicing engineers to
participate in taking the GEC-SJT. The GEC-SJT
scores were calculated based on the convergence
between the respondent’s effectiveness ratings of the
response items and the effectiveness ratings
previously given by the SMEs. Specifically, the
authors completed the following steps in the scoring
process (p. 480):

1. Calculated the difference between the

participant’s response & the SME rating for each

item.

Squared the difference.

Took the mean of the differences across all items.

4. Multiplied the values by -1 so that higher scores
(i.e., those closer to zero) represent SJT ratings
that are more similar to the SME ratings.

w

For their analytic strategy, the authors calculated
bivariate (Pearson) correlations among all the
collected study variables to examine the relationships

between GEC-SJT performance scores and the other
variables. For the specific results of the analysis and
further discussion see Jesiek et al.’s (2020) full paper.

3. Method Comparisons

The purpose of this section is to compare SJTs
with Likert-scale and Scenario vignette measurement
methods which are prominently used in behavioral IS
security research.

3.1. Likert-scale

A Likert-scale is a type of rating scale that is used
to measure a variety of latent constructs, opinions,
attitudes, and/or behaviors. A typical Likert-scale
provides a question or statement followed by a series
of five or seven response options. The respondent then
chooses the response option that best corresponds with
how they feel about the statement or question.
Common Likert-scale response options include Agree
— Disagree, Satisfied — Dissatisfied, and Always —
Never.

In Kannelenning & Katsikas® (2023) literature
review of how cybersecurity-related behavior has been
assessed they stated that “the most common way to
collect subjective data is using a questionnaire with
guestions whose answers fit into a five- or seven-point
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Likert scale” (p. 5). Likert-scales provide researchers
with a simple method for gathering data on a
continuum that is quantifiable. However, the
interpretation of response options can vary between
respondents (Dawes, 2008). For example, respondent
A’s understanding of the option “Somewhat agree”
could be different than respondent B’s understanding
when taking the same survey.

Since the Likert-scale format is commonly used it
has the benefit of providing familiarity, comfort, and
ease of use for respondents. They are also typically
low effort to complete and produce data in a consistent
format that is easy to analyze. However, Likert-scale
items are unable to obtain fine-grained information
such as the actions a respondent would likely take in a
given situation or if a respondent is factually
knowledgeable about a topic.

Table 4 provides a Likert-scale item from
Aurigemma & Mattson (2017) and a potentially
comparable SJT item. The Likert-scale example aims
to measure the perceived controllability of the
respondent. According to Aurigemma & Mattson
(2017), “perceived controllability addresses beliefs
about the extent to which performing the behavior is
up to them [the respondent] to carry out” (p. 221).

In comparison, the SJT example presents a
realistic hypothetical work-related situation in which a
coworker is violating the organization’s ISP and it
asks the respondent what they would do from the given
response options. The SJT example response
instruction is worded using “would” so it would be
placed in the behavioral tendency response category
which correlates with typical performance.

Therefore, if a researcher is wanting to know to
what extent a respondent believes it is in their control
to enforce the ISP on their coworkers then the Likert-

scale item is appropriate to use, but if a researcher
wants to know more fine-grained information such as
the typical performance/behavior to expect from a
respondent when placed in a situation in which a
coworker is violating the ISP then the SJT item is more
appropriate to use. The SJT could also be slightly
modified in its response instructions to gather other
types of information, such as changing “would” to
“should” would make the SJT item knowledge focused
instead of behavioral tendency focused.

SJT response instructions can also be formatted as
a Likert-scale. For example, Weekley & Ployhart
(2005) provide an SJT example that has five response
options, and the respondent is asked to rate each option
using a 6-point Likert-scale ranging from (1) highly
ineffective to (6) highly effective. Utilizing the Likert-
scale in an SJT item could allow a researcher to gain
the benefits provided from both measurement
methods.

3.2. Scenarios

Scenario measurement methods are often used in
behavioral IS security research. Aurigemma &
Mattson (2019) identified eight research papers in top-
tier IS journals, ranging from 2009 to 2018, that
utilized scenario vignettes including Chen et al.
(2012), D’Arcy et al. (2014), D’Arcy et al. (2009),
Guo et al. (2011), Johnston et al. (2015), Lowry &
Moody (2015), Moody et al. (2018), and Siponen &
Vance (2010).

All eight papers utilize a similar approach for their
scenario-based measurement tool. Each study
presented participants with at least one security related
scenario (most of the studies presented more than one

Table 4. Likert-scale & SJT Example

Likert-scale Example
(Aurigemma & Mattson, 2017)

SJT Example

Carefully read the statement below and indicate your
level of agreement or disagreement using the scale
provided.

Enforcing specific guidance and actions directed in
the ISP on your coworkers is within your control.

1 — Strongly disagree

2 — Disagree

3 — Somewhat disagree

4 — Neither agree nor disagree
5 — Somewhat agree

6 — Agree

7 — Strongly agree

While speaking with a coworker about using multifactor
authentication they tell you that they found a way to
bypass it, which is a violation of your organizations ISP.
What would you do?

A

B.

Tell your coworker that bypassing any security
controls is a violation of your organizations ISP.
Ask your coworker to show you how to bypass the
multifactor authentication for your own use.
Report the ability to bypass the multifactor
authentication to the organization’s security team.
Change the topic of the conversation and take no
further actions.
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scenario), followed by a series of questions/statements
related to the scenario. All eight papers used Likert-
scales to rate various statements associated with the
scenario(s) for the majority of their measurement tool.
The left side of Table 5 provides a scenario example
adapted from D’Arcy et al. (2014) and a small
selection of the scenario-specific items participants
were presented. The right side of Table 5 provides an
SJT item for comparison.

Although the behavioral IS security scenario
vignettes and SJTs both present participants with
realistic hypothetical scenarios/situations, they have
quite a few differences. SJTs present response options
for participants to select from or rate while scenario
vignettes present statements/questions related to the
scenario that are assessed individually. For example, a
single scenario vignette can have numerous
statements/questions for participants to respond to
while SJTs usually only have four to six response
options per item that are assessed in conjunction.
Another difference between the two measurement
methods is that SJT items are specifically work/job-
related while scenarios can cover broader topics.

While the use of scenario vignettes is appropriate
for measuring the opinions, attitudes, and beliefs of
respondents, SJTs are better suited to measure typical
and maximal performance of individuals in an

organization. For example, statement 1 of the Scenario
example in Table 5, “I could see myself sharing the
password as Jim did”, measures ISP violation
intention (D’ Arcy et al., 2014) while the SJT example
would  measure  the  participants  typical
performance/behavior when presented with a situation
about sharing their password. A participant selecting
“strongly disagree” as their answer for statement 1
would indicate their ISP violation intention, but it
would not provide detailed information about the
actions they would likely take in that scenario.
Factorial surveys are another form of the scenario
measurement method which have previously been
used in behavioral IS security research. Factorial
surveys are a “powerful tool for the study of human
evaluation processes” or in other words how humans
judge things (Rossi & Anderson, 1982, p. 15). Like the
scenario-based method and SJTs, factorial surveys
present respondents with hypothetical scenarios to
evaluate (Rossi & Anderson, 1982; Jasso, 2006).
However, the characteristics of the scenarios utilized
in a factorial survey are varied to see how the changes
impact the outcome variable of interest (Jasso, 2006).
The types of questions respondents are asked about in
a factorial survey align with that of the typical scenario
method as shown in 2015 by Vance et al.’s use of the
factorial survey method to address the problem of

Table 5. Scenario & SJT Example

Scenario Example
(D’Arcy et al., 2014)

SJT Example

Jim is an employee in your organization. One day while Jim is out
of the office on a sick day, one of his coworkers needs a file on
Jim's computer. The coworker is of equal rank and performs job

Your boss messages you on your day off
and says they locked themselves out of a
system only the two of you can access,

functions similar to Jim's. The coworker calls Jim and asks for the

password. Although Jim knows that your organization has a policy
that passwords must not be shared, he shares his password with the
coworker.

Consider the scenario in the context of your organization and
carefully read the statements below and indicate your level of
agreement or disagreement using the scale provided.

1 — Strongly disagree

2 — Disagree

3 — Somewhat disagree

4 — Neither agree nor disagree

5 — Somewhat agree
6 — Agree
7 — Strongly agree

1. I could see myself sharing the password as Jim did.

2. Itis against my moral belief to do what Jim did in that
situation.

3. Jim would receive harsh sanctions for sharing the password.

4. ltisalright to share a password to get work done quicker.

they ask you to provide your password
over the phone so they can access the
system. What would you do?

A
B.

C.
D.

Message your password to your boss.
Remind your boss that it is against
company policy to share passwords.
Ignore your boss’s message.

Lie and tell your boss you can’t
remember your password.

5. Sharing a password really won’t hurt the organization.
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access-policy violations. Therefore, SJTs and factorial
surveys differ in how the hypothetical scenarios are
presented to respondents, the types of questions
respondents are asked, and the overall goal of the
research method.

Although scenario vignettes (including factorial
surveys) and SJTs do have some structural
commonalities, their differences lie in the type of data
that is collected and what each one aims to measure.
SJTswould be more advantageous to use, compared to
scenarios and factorial surveys, when a researcher
would like to measure the typical (behavioral
tendency) or maximal (knowledge) performance of
individuals in an organization. Both scenarios and
SJTs have the benefit of providing clear links to
training interventions in which the situations can be
used to teach employees the preferred responses to the
situation and potential risks to the organization from
making other behavioral choices.

4. Conclusion

SJTs are a prominent measurement method in I-O
psychology that behavioral IS security research could
benefit from utilizing. SJTs would provide a different
perspective than Likert-scale and scenario vignettes
which currently dominate the field. Since SJTs are
built upon realistic job- and work-related situations,
they are able to provide researchers the opportunity to
ensure their field survey instruments are fitting to the
organizational or environmental conditions of their
sample frame. They also can be used to gather refined
and focused data specific to individual organizations.

The flexibility and multidimensionality of SJTs
make them a highly versatile measurement method
that could be used for multiple research endeavors
within IS. One research area in behavioral IS security
that the use of SJTs could prove beneficial is in
measuring  information  security  culture in
organizations (Phillips et al., 2023).

Overall, SJTs would be a valuable measurement
method for IS security researchers to consider when
designing research projects. The capabilities of SJTs
shown in other fields could also be used to influence
new research ideas in the context of IS security.
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