
names, addresses, and attributes.
Based on its research, company A is convinced 

that people who like dogs and are more than six feet 
tall will respond favorably to an advertisement for its 
product. Thus, A would like to purchase a list of po-
tential customers with these attributes from company 
B. However, A doesn’t want to reveal its marketing 
strategy—if competitors discover that A’s product is 
being targeted to tall dog-lovers, they might be able 
to scoop it. 

One solution would be for company A to buy the 

to use a trusted third party (TTP). Company A can 
disclose its secret strategy and the list of names it al-
ready knows to the TTP while company B discloses 
its entire database. In this case, the TTP could search 
the database for tall dog-lovers who aren’t on A’s “al-
ready known” list, send those to A, and reveal only 
the total sum company A must pay to company B in 
return for this information. 

Unfortunate-
ly, in practice, 
two companies often have trouble finding a third party 
that they both completely trust. Situations like these are 
where modern cryptography can truly shine. Using a 
cryptographic protocol, companies A and B can emu-
late a virtual trusted party that provides the same services a 
real one would, but without having to trust in anything 
but their own implementation of the protocol. 

We’ve constructed an efficient protocol that solves 
this problem, which we believe can be applied to 
many similar data-sharing problems.

��������������������������
Our original motivation came from a seemingly un

sensitive information to their competitors. Cryptography 

lets contributing firms verify payment amounts without 

learning which offered website URLs were “purchased.”

TAL MORAN 
AND TYLER 
MOORE

Harvard 
University

The Phish-Market Protocol
Secure Sharing Between Competitors



Sharing Sensitive Data

	 www.computer.org/security� 41 

panies—typically, divisions of brand-protection firms 
or information security service providers—perform 
two key services. First, they’re good at getting phish-
ing websites removed quickly, having developed rela-
tionships with ISPs and registrars across the globe and 
deployed multilingual teams at 24/7 operation centers. 
Second, they collect a more timely and comprehensive 
listing of phishing URLs than banks normally gather. 

Most take-down companies view their URL feeds 
as a key competitive advantage over banks and oth-
er take-down providers. However, recent work has 
shown that the feeds such companies compile suffer 
from large gaps in coverage that significantly prolong 
the time needed to remove phishing websites. Tyler 
Moore and Richard Clayton examined six months of 
aggregated URL feeds from many sources, includ-
ing two major take-down companies.1 They found 
that up to 40 percent of phishing websites remained 
unknown to the company with the take-down con-
tract but were discovered by others. Another 29 per-
cent were discovered by the responsible take-down 
company only after others had identified them. By 
measuring these missed websites’ substantially lon-
ger lifetimes, Moore and Clayton estimated that 120 
banks served by these two companies collectively risk 
at least US$330 million per year by failing to share 
proprietary URL feeds (see Table 1).

Figure 1 gives the details for one take-down com-
pany, labeled �A. The left circle represents the phishing 
sites that appear in �A’s feed, and the right circle the 
sites that appear in its competitors’ feeds. The intersec-
tion contains the sites that appear in all feeds, the top 
half representing sites that �A found before other com-
panies, and the bottom those others found before �A.

����������
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Named after its applicability to sharing phishing 
URLs, the Phish-Market protocol can efficiently solve 
data-sharing problems while overcoming the sharing 
entities’ competitive concerns. Contributors are com-
pensated, but sensitive details that might be inferred 
from a transaction are hidden from both parties, all 
without requiring access to a TTP. The protocol aims 
to let a buyer acquire new records, such as phishing 
URLs or customer details, from a seller. The buyer 
is interested only in a subset of data matching one 
or more tags, attributes describing the records. Tags 

can indicate which bank is the subject of the phishing 
URL or customer attributes in a database.

At a high level, the Phish-Market protocol does 
the following:

•	 shares only those records that match the tags the 
buyer requests;

•	hides from the seller which records the buyer receives;
•	 hides from the seller which tags the buyer requests; and
•	 securely tallies the number of records the buyer re-

ceives without double-counting records from the 
seller that the buyer already has.

These requirements are essential for take-down com-
panies considering sharing phishing URL data. The 
first requirement ensures that only URLs pertaining 
to banks that the take-down company is interested in 
are exchanged. The second and third requirements 
protect the acquiring firm from revealing too much 
about its business posture, such as its client banks and 
its weaknesses in phishing-website-detection capabil-
ity. The fourth requirement assures both the buyer 
and seller that the exchange is fair. We anticipate that 
take-down companies would execute the protocol as 
both buyers and sellers, and that only the net con-
tributor would be compensated financially.

The requirements also match up nicely to the cus-
tomer database provider problem. In fact, we envi-
sion many data-sharing applications that could benefit 
from a sharing mechanism like the Phish-Market pro-
tocol. For instance, hospitals might be willing to share 
de-identified patient records with medical researchers. 
Instead of sharing entire databases, they might share 

τA τAτA τA

Others 1st

1st 1st

577

Ordinary phishing sites

Others

Others 1st

44
17

Mean lifetime (hours)

Others

4,118

56

112

4,313

5,962

Figure 1. Missed phishing websites. We can see how substantial 

incompleteness in one take-down company’s URL feed slowed removal of 

phishing websites impersonating 54 banks.1

Table 1. Timed and financial exposure to phishing attacks caused by not sharing data.*

Exposure figures (six-month totals) τA’s client banks τB’s client banks
Actual values 1,005,000 hrs ($276 million) 78,000 hrs ($32.0 million)

Effect of not sharing 587,000 hrs ($163 million) 17,000 hrs ($3.5 million)

Expected exposure if sharing 418,000 hrs ($113 million) 61,000 hrs ($28.5 million)

*Numbers in red indicate the portion of phishing risk caused by slower take down.
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very consistent. Meanwhile, the blue solid line plots 
the queue delay, which accounts for the overall delay’s 
stretched tail. Hence, if the queue delay were reduced 
via multiple processors or threads, the total delay might 
approach the consistently shorter processing time. 

In exchange for these very modest delays, take-
down companies can trade information on new 
phishing websites so that the overall lifetime of such 
sites is reduced as much as half,1 while crediting the 
contributing firm. 

B alancing the advantages of data sharing with the 
risks of helping competitors or experiencing pri-

vacy breaches is hard. Yet markets, both legitimate and 
illicit, are becoming increasingly data-driven. From 
identifying users for targeted advertising to blocking 
spam and shutting down phishing websites, sharing 
data is now essential because no single company has a 
complete view of the global environment.

We’ve designed and implemented a practical 
mechanism for competing, untrusting companies to 
selectively buy and sell the information that’s relevant 
to their needs without leaking too much additional 
data. Although our implementation is focused on the 
specific data-sharing problem that phishing take-
down companies encounter, we can directly apply it 
to several other problems (such as the mailing-list pro-
vider/targeted advertiser example in the introduction) 
and employ our techniques in many similar situations.

In fact, many data-sharing problems have more 
relaxed requirements than those the Phish-Market 
protocol must satisfy (for instance, an exploring oil 
company won’t buy data about locations for which it 
already has information, so the requirement that the 
company not pay for data already known isn’t need-
ed). In these cases, our protocol can be made simpler 
and even more efficient.

A key lesson from our experience is that modern 
cryptographic tools can be very helpful in resolving 
the tension between sharing and secrecy. The tech-
niques are now efficient enough to be practical and 
allow an unprecedented level of control over what 
companies can reveal and what they must not. In 
today’s data-driven economy, these tools should be 
found in every developer’s toolbox. 
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We thank Allan Friedman for suggesting the mailing-list 
problem described in the introduction.
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Figure 3. Observed cumulative distribution function of the time required to 

share each phishing URL. The measured delay is between the time the seller 

first learned the URL and the time it becomes known to the buyer. The red 

dash-dot line denotes the total real-time delay, and the others denote sub-

components of the delay.


