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Certification schemes for mitigating 
information asymmetries

¨A government-led approach: 
Common Criteria certification 

¨Can be useful, but also gamed

¨Evaluation is paid for by 
vendor seeking approval, 
leading to test-shopping 
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Another certification ”fail”
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Not all shoe sites are created equal
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Self-regulatory approach: 
website security seals

¨Edelman uses data from SiteAdvisor to identify 
sites distributing spam and malware as “bad” 

¨He then found that such “bad” websites are more likely to 
be TRUSTe-certified: 5.4% of TRUSTe-certified sites are 
“bad”, compared with 2.5% of all sites

¨Poorly implemented signaling devices exhibit 
adverse selection 

¨The upshot: both private- and public-sector efforts 
to certify security can be gamed by criminals 
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Information disclosure

¨Louis Brandeis: “sunlight is said 
to be the best of disinfectants” 

¨Cybersecurity incidents are 
often hidden from public view, 
so one light-touch intervention 
is to mandate disclosure 
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Data breach notification

California Civil Code 1798.82 (2002):

“Any person or business that 
conducts business in California, 
and that owns or licenses 
computerized data that includes 
personal information, shall disclose 
any breach of the security of the 
system following discovery or 
notification of the breach in the 
security of the data to any resident 
of California whose unencrypted 
personal information was, or is 
reasonably believed to have been, 
acquired by an unauthorized 
person.” 
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Many high-profile breaches came 
to light
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Effect of data breach legislation

¨Most cybersecurity risk can be managed if (1) it can 
be measured and (2) responsibility for failures 
clearly assigned 

¨Most “hard” security problems arise by failing to 
meet one or both of these conditions 

¨Data breaches used to be a “hard” problem, but the 
information disclosure legislation corrected many 
limitations 

¨It is no coincidence that the most mature market for 
cyber-insurance coverage is insuring against direct 
losses associated with data breaches 
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Where else in cybersecurity is 
sunlight needed?

1. Financial fraud figures 

2. Cyber espionage incidents 

3. Control systems incidents 

4. Consistent collection of cybercrime losses

¨Information does not always have to be public to 
be effective 
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The benefits (and limits) of 
voluntary measures
¨Many regulatory efforts in cybersecurity have been 

voluntary to adopt

¨NIST Cybersecurity Framework 

¨ Information Sharing: ISACs (sharing between firms 
encouraged by government)

¨ Information Sharing: CISA (firms sharing with government)

¨Cyber Incident Data and Analysis Repository (insurers, firms 
sharing data convened by DHS) 

¨Governments can play a valuable coordinating role

¨But conflicting incentives can stymie participation 
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