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Abstract—Centralized cryptocurrency exchanges offer users a
more convenient platform to trade their digital assets at the cost
of reduced control. As a result, when these exchanges suffer
interruptions users struggle to access their funds or modify their
orders. We investigate 41 events at the popular exchange Bitfinex,
and measure the impact these events have on trades, volume, and
pricing. We find that the volume to trade ratio increases during
events, as fewer traders are moving large amounts of bitcoin. We
also find that these interruptions often occur at the same time
as arbitrage opportunities, with substantial profit opportunities.

1. Introduction

Despite decentralization being one of the core tenets of
cryptocurrencies, the majority of users are eager to avoid the
hassle. Rather than trading cryptocurrencies at a decentralized
exchange, which preserves much of blockchain’s inherent
traits, most trading occurs at centralized exchanges. Users
of such exchanges enjoy near-instant trades, low fees, and
high liquidity, all by simply abandoning the blockchain. The
exchange centrally manages all transactions, and only incor-
porates the blockchain when interacting with external agents.
Unfortunately, this centralized custodian-based architecture
produces as many problems as it solves. Storing vast amounts
of user funds in a handful of accounts creates a lucrative
target for cybercriminals [1]–[3], and trusting exchanges to be
responsible custodians in the absence of meaningful consumer
protections or regulation leads to exchange failures such as
QuadrigaCX or FTX.

An additional consequence of this departure from the
blockchain, is the inability for users to access their funds
during an exchange interruption. Because these exchanges are,
at their core, a cryptocurrency wallet and database connected
to a website, they are susceptible to the challenges of any
other website: outages, DDoS attacks, third-party delays, etc.
What’s more, because cryptocurrency exchanges exist largely
in a regulatory vacuum, they avoid the rigorous obligations
of their traditional finance counterparts, which are designed
to forestall these problems. While a DDoS attack suffered
by New Zealand’s Exchange and an outage of NASDAQ
both prompted regulatory investigations [4], [5], the frequent
interruptions of cryptocurrency exchanges rarely result in more
than a Twitter post.

When an exchange suffers an interruption, the ability for
users to create or modify trades is hindered, yet rarely ceases
entirely. For example, the website may become inaccessible
to human users, yet the back-end servers are still processing
automated trades placed in advance. Whatever the cause, this
results in a fragmented market with the majority of buy and
sell orders at the affected exchange being essentially frozen in
time as the other exchanges continue normal trading activity.
This leads to a price difference between markets, and an
arbitrage opportunity for those lucky few who are still able
to trade on the interrupted exchange.

Arbitrage is a popular trading strategy which takes advan-
tage of small price differences of the same good in different
markets. By purchasing a cryptocurrency at a discounted price
at one exchange, and transferring them to a second exchange
buying at a premium, arbitrageurs can make a minor profit
on the price difference. Because the difference in price is
often small, a tangible profit requires a large volume of
trades. This profit strategy is another well researched field as
it pertains to cryptocurrencies [6], [7]. Makarov and Schoar
find that cryptocurrency markets do exhibit periods of large
arbitrage opportunities, however they are more common across
geographic regions where capital controls prevent the move-
ment of arbitrage profits. Two major factors limiting arbitrage
opportunities outlined by Makarov and Schoar, are related to
the long duration required to move cryptocurrency over the
blockchain1, and the restrictions imposed on trading between
government-issued currencies.

The arbitrage opportunities created during exchange inter-
ruptions are confined to a single centralized exchange, avoid-
ing all blockchain activity and capital controls. Additionally,
Krückeberg et al. specifically identify Bitfinex as a lucrative
target for buy-side arbitrage opportunities due to frequent dis-
counted pricing [6]. In this paper, we investigate the arbitrage
opportunities created during these exchange interruptions.

The rest of the paper will continue as follows: in Section
2 we review related work. In Section 3 we discuss the data
collected, and the steps taken in our analysis of interruption
events. In Section 4 we display our findings, and in Section 5
we provide a brief review.

1. Bitcoin transfers are generally considered valid after several block con-
firmations, which on average take 5-10 minutes each.



2. Related Work

Cryptocurrency trade strategies and manipulations is a
heavily researched topic. Eigelshoven et al. [8] and Twomey
et al. [9] both provide extensive reviews of existing literature
on this topic. While some papers highlight unique and per-
plexing behaviors of cryptocurrencies, such as bizarre price
and volume behaviors [10], or potential scams capable of
sinking the entire market, [11], most draw parallels to long
understood traditional market behaviors. This is due in no
small part to cryptocurrency participants tendency to gravitate
towards traditional finance market designs. Derivative assets,
centralized markets, trading on margin, staking2, etc. are all
heavily influenced by, if not carbon copies of, traditional
finance devices.

A common thread across many of these papers is the
need for additional regulation to ensure market participants
are provided the same protections as traditional markets.
Unfortunately, before any such additional regulation can be
added, the role of existing regulation within cryptocurrency
markets must be defined. While the regulation regarding such
manipulations in traditional markets is circumscribed, this is
rarely the case for cryptocurrency markets. Anderson provides
an example of such a challenge as it applies to front-running
[12]. Anderson outlines flaws in the language of existing law,
and the incompatibility with the structure of cryptocurren-
cies and blockchain. Weaver holds an opposing opinion that,
at least newly issued cryptocurrencies, largely fall squarely
within existing regulation [13]. They both agree, however, that
additional regulation is paramount.

In the absence of effective regulation, successful manipula-
tions run rampant. Eskandari et al. [14] provides a high-level
summary of manipulations as it pertains to smart contracts
and decentralized exchanges with the intention of bringing
awareness to this type of manipulation. Daian et al. [15] take
this research further, showing specifically how this process
works on the Ethereum blockchain through the use of arbitrage
bots, and the potential profit opportunities available to such
manipulators. Not only do they find that it is possible, but
that it is a present threat to blockchains. Piet et al. build on
this by providing a method to identify actual front-running
opportunities in historical blockchain data, as well as iden-
tifying extreme profit opportunities for arbitrage attacks [16].
However, arbitrage and manipulation are not isolated to decen-
tralized exchanges or smart contracts. Czapliński et al. find that
arbitrage can be profitable on exchanges by taking advantage
of inefficient markets and trading between fiat currency pairs
[17].

Existing literature has highlighted the prevalence of manip-
ulations within the cryptocurrency ecosystem, as well as the
arbitrage opportunities present at exchanges. Our work differs
from this literature by investigating the arbitrage opportunities
created by these market manipulations, as well as unexpected
events.

2. Staking is, in essence, high-yield savings accounts without insurance.

3. Data and Methodology

We now describe our data sources, including the interrup-
tion events analyzed and the trade data collected, as well as our
methodology for measuring the impact of these interruptions.
We explain the different types of interruptions, how we use
price, trade, and volume data to measure impact, and how we
determine arbitrage opportunities.

3.1. Interruption Events

Events at cryptocurrency exchanges are commonplace,
with some major ones making global headlines [18]–[20].
However, most events are shrouded in mystery, falling short of
corroboration, or even consensus, among users. These events
range from individual users claiming inability to access their
funds, to hackers stealing millions of dollars worth of cryp-
tocurrencies, to entire exchanges shutting down overnight. For
this paper, we are interested in one particular subset of events:
exchange interruption events. These events are temporary re-
ductions in performance or accessibility, unique to individual
exchanges.

To ensure the interruption events we investigate are legiti-
mate, we only consider events which are corroborated by the
targeted exchange itself. One of the most popular exchanges,
Bitfinex, has a status page dedicated solely to self-reported
events [21]. Each event includes a brief description of the
event, the time it was posted to the status page, intermediate
updates, and the time at which the issue was resolved. We
collected all of the events, filtered out any events not related
to reduced performance or accessibility, and grouped them into
three types: DDoS, delay, and outage.

An event is considered a “DDoS” when Bitfinex explic-
itly cites this as the root cause of the reduced performance.
“Delay” events are defined as any unexpected reduction in
accessibility or performance without DDoS being explicitly
cited as the primary cause. Finally, “outage” events describe an
unexpected complete loss in access to the exchange or related
services. Whether that outage does in fact lead to a complete
loss of access is immaterial. As we will demonstrate, some
outages continue to permit some trades during the reported
event. These events, and their duration, can bee seen in Figure
1.

In total we collected 40 interruptions: 12 DDoS, 14 delay,
and 14 outage. The duration of the event is the time elapsed
between the first official announcement from Bitfinex, and the
final resolution update. The three longest duration events were
all DDoS’s, with the longest one lasting seven days. Some
events were extremely short-lived, with the shortest being an
8 minute outage in January 2019.

3.2. Event Types

Each type of interruption has unique implications. A DDoS
attack, for example, requires the existence of a malicious
actor initiating the attack, and therefore a motivation for
the attack. Existing literature, such as the overview done by
Dragomiretskiy [22] details a variety of motivations for DDoS
attacks. One of the motivations provided by Dragomiretskiy
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Figure 1: Timeline of exchange interruptions at Bitfinex, with
their duration plotted on the y-axis in log scale.

is “manipulation”, that is, malicious actors use these attacks
to produce abnormal market conditions from which they can
obtain a profit. Abhishta et al. [23] investigate abnormal re-
turns in volume at Bitfinex surrounding these events, and find
that there are significant deviations, although it often recovers
within a single day. While the impact suffered by the exchange
is quantified in both papers, the motivation behind the attacks
is not a primary focus. Prior to these reports, Vasek et al. [24]
had performed a case study of Mt. Gox, noting the possible
relationship between DDoS attacks, volume, and exchange
rate.

The source of outage and delay events are not as explicit.
While these could very well be DDoS attacks too, Bitfinex
does not explicitly say so, thus malicious intent cannot be
ascribed. Bitfinex relies on several third parties to operate the
exchange, each susceptible to their own troubles. However,
outages are unique as it relates to user access. While DDoS
attacks and delays often impact only a portion of the users
or services, outages are universal. No users can access the
exchange, and no service is left online.

3.3. Bitcoin Trade Data

To measure the impact of these interruptions, we collect
average price, total volume, and trade count data, which
Bitfinex offers at five minute granularity. We then compare
the Bitfinex data to aggregate data representative of the global
bitcoin market. This data is collected from CoinMarketCap
[25], also at five minute granularity. At the time of writing,
CoinMarketCap tracks 569 exchanges, and provides aggregate
price and volume data.

We collect all five minute data between January 1, 2015,
and December 31, 2022. During August 2016, Bitfinex suf-
fered a breach and shut down the exchange for several days.
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Figure 2: All events (black) as a function of the percent data
missing during an event. Denial of Service events (orange),
delays (green), and outages (blue) are also shown individually.

Therefore, we have no data from Bitfinex for approximately
seven days between August 3, 2016 and August 10, 2016.

3.4. Arbitrage Opportunities

A bitcoin price difference between Bitfinex and CoinMar-
ketCap does not automatically warrant an arbitrage opportu-
nity. The arbitrage process itself incurs costs which must be
outweighed by the profit before arbitrage is a viable strategy.
These costs include transaction fees, withdrawal and deposit
fees, etc. The arbitrage process for bitcoin would involve the
purchase of bitcoin at an exchange with a discounted price.
The arbitrageur would then need to move this bitcoin, using
the blockchain, to the off-loading exchange. Once the bitcoin
is at this second exchange, the bitcoin needs to be sold. The
threshold defined by this assortment of costs is often referred
to as the arbitrage band. We use the following equation to
calculate the arbitrage band of bitcoin across centralized ex-
changes:

Arb = ±((Tx+W + Tr ∗ 2) ∗ 2) (1)

Here, Arb is the arbitrage band price, Tx is the cost
of sending a transaction on the bitcoin network between
exchanges, W is the fee for withdrawing bitcoin from the
initial exchange, and Tr is the trading fee. The trading fee
will be incurred twice, once when bitcoin is purchased at the
initial exchange, and again when it is sold at the destination
exchange. There is occasionally a deposit fee, however it is
extremely rare, and often abandoned by exchanges shortly
after adopting it. As a result, we do not factor it into our
equation. The arbitrage band is two values, the positive and
negative result of the equation, because arbitrage can occur
both into, and out of, an exchange. The transaction fee, Tx,
can be seen from any blockchain explorer, and we use daily
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Figure 3: Percent difference between event trades and volume.
Events are divided into quartiles (top row) based on percentage
of missing data (second row) during the interruption. The data
is further divided within each quartile by their relation to the
interruption: Before (B), During (D) or After (A).

averages collected from YCharts [26]. The withdrawal fee, W ,
and the trading fee, Tr, vary between exchanges and over time.
Upon investigating several of the most popular exchanges, we
observe an average withdrawal fee of 0.004 BTC, and a range
of trading fees averaging 0.5%. To account for any other minor
costs, as well as the risk involved in the arbitrage opportunity
dissolving before the bitcoin can be off-loaded, we multiply
this arbitrage band by two.

4. Analysis and Results

In this section we explain the analysis used to measure the
impact of interruptions on the volume, trades, and price devi-
ations of bitcoin on Bitfinex. We then quantify the arbitrage
opportunities these interruptions facilitate.

4.1. Impact on Trading Activity

The events reported by Bitfinex, in addition to the broad
type classification, are accompanied by a brief description. The
severity and duration varies between events, even within the
same type. Therefore, we first quantify the impact of events
in terms of how much trading data is missing between first
official reporting of interrupted services, and the notice of
services restored. Missing data is identified by five minute
intervals missing from the data provided by Bitfinex. The
missing data per event can be seen in Figure 2. For all events,
we observe behavior similar to a step function, with several
distinct groupings of missing data around their quartiles.

We group interruption events based on their quartile of
missing data, and include six hours of data before and after to
identify event specific changes in behavior. We then measure
the percent difference from mean volume and trades within

Group
Before During After

Mean Median Mean Median Mean Median

Q1
-4.06% -4.17% 24.9% 24.9% -14.4% -18.1
-3.77% 0.98% 15.3% 18% -6.71% -5.36%

Q2
21.1% 29% 3.62% 1.54% -27.1% -38.6%
11.6% 11.1% 14.7% -11.4% -17.4% -11%

Q3
-18.7% -29.6% 44.6% 42.3% 4.93% 5.28%
-8.23% -15.1% -17.5% -23.2% 21.5% 21.2%

Q4
-15.4% -26% 35.7% -5.09% 13.6% 16.3%
4.85% 7.96% -71.2% -73.4% 29.1% 24.2%

DDoS
-4.24% -12.4% 15.7% 19.3% 3.58% 3.96%
-2.72% 0.98% -7.87% -4.51% 10.4% 10.3%

Delay
1.3% -9.92% 23.1% 3.79% -12.8% -28.9%
3.05% 3.55% 1.54% -15.2% -5.6% -10.1%

Outage
-12.1% -21.9% 47.9% 37.8% -8.57% -13.5%
2.42% -2.11% -42.8% -48.8% 16.2% 12.5%

TABLE 1: Percent difference from mean by grouping and
relation. The first four groups split the data into quartiles.
The last three groups are categorized by event type. Within
each group, the top row is the volume percent difference, and
the bottom row is the trade percent difference. The coulumns
are split into their relation, before, during, or after the event.
Within each relation is the mean and median value.

each quartile based on their relation to the actual interruption
(i.e. before, during, or after). These results are shown in the
first eight rows of Table 1, and visualized in Figure 3. The
first quartile, which is less than 3% missing data, shows an
increase in both trades and volume during events. In con-
trast, the second quartile, between 3% and 11% missing data,
experiences increased trades and volume before events, and
decreased trades and volume after events. The third quartile,
between 18% and 45% missing data, has increased volume
during events, despite a reduction in trades. Finally, the fourth
quartile, where we see 46% to 92% of data missing, the during
event trades drop dramatically, while volume remains largely
unaffected.

The CDF plot in Figure 2 also breaks down missing data
by type. As expected, we see that outages account for a
significantly larger amount of missing data. We group our data
by type, again adding six hours of data before and after the
interruption, and measure the difference in mean. The results
can be seen in the last six rows of Table 1, and are visualized
in Figure 4. When grouped by interruption type, we can see all
types have increased volume during the interruption, despite
stagnant or decreasing trades. That is, the volume to trade ratio
increases during interruptions.

Large deviations in volume are not uncommon in the
cryptocurrency space. Large price swings, the passing of cryp-
tocurrency related legislation, and both positive and negative
news headlines are only some examples of common factors
influencing cryptocurrency trading behavior. In Figure 5 we
can see an example of the volume difference behavior for a
delay event on June 14, 2016. During the twenty minutes
preceding the interruption, we see a dramatic decrease in
volume at Bitfinex, while the global aggregate volume remains
relatively constant. Shortly after the event begins, Bitfinex
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Figure 4: Percent difference between overall event trades and
volume. Events are grouped by interruption type. The data is
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Figure 5: Five minute percent change in volume at Bitfinex
(purple) and CoinMarketCap (blue) for a delay event in June,
2016. The orange line represents the first official notice of
an interruption, and the green line represents the interruption
being officially resolved.

volume increases for roughly an hour before finally stabilizing
a couple hours prior to official recovery. The initial decrease
in volume at the beginning of an event is expected, as the ex-
change suffers reduced performance. However, the subsequent
increase in volume during the interruption is counter intuitive,
although it matches the preliminary findings from Figure 4.
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Figure 6: Timeline of the price difference of bitcoin between
Bitfinex and CoinMarketCap during the event window. The
arbitrage band is plotted (blue dashed), as well as the inter-
ruption beginning (orange), and end (green). Periods beyond
the arbitrage threshold are filled in red.

4.2. Arbitrage Opportunities

The existence of such disproportionately large trades dur-
ing interruptions could be explained by arbitrage opportunities.
We identify a valid arbitrage opportunity as any five minute
interval when the difference between the price of bitcoin at
Bitfinex and CoinMarketCap will exceeds the arbitrage band
defined by Equation 1. Figure 6 shows the same June 14,
2016 delay event, with the arbitrage band plotted on top of the
price difference. During this event, we first observe the price
difference exceed the lower arbitrage band shortly before the
beginning of the delay. In this case, bitcoin is being sold at a
discount on Bitfinex. During the delay the price difference
rebounds, surpassing the upper arbitrage band, and begins
being sold at a premium on Bitfinex. The cause of the delay
is resolved shortly thereafter, and the price difference quickly
returns within the arbitrage bands. All 40 events are plotted in
a similar fashion, and can be seen in the Appendix. The events
are shown in chronological order, with the date and time of
the event, as well as the interruption type, shown in the plot
title. Several of the other events show a similar trough to peak
behavior, while others appear to have a single peak or trough.

To determine how common this behavior is outside of
specific events, we bin our entire data set from January 2015
to December 2022 into six hour segments, and label each
segment as having a significant arbitrage opportunity if any
five minute interval in the window experiences a deviation
beyond the arbitrage band. The results can be seen in the first
two rows of Table 2. In this case we see significant differences
between event periods and non-event periods, with the former
being nearly 46% more likely to occur at the same time as a
significant arbitrage opportunity.

In addition to the increased prevalence of interruptions



Event
Arbitrage Count Proportion

χ2

True False True False

True 102 47 68.5% 31.5% 27.49
False 4,316 4,898 46.8% 53.2% (1.58e-7)

TABLE 2: Contingency table with proportions and chi-square
results (p-value). Columns represent the arbitrage band being
exceeded, rows represent events occurring.

Type Mean Median Count

None 82.1 20 9,739
DDoS 109 20 79
Outage 81.4 40 46
Delay 94.5 40 31

TABLE 3: The count of continuous price difference runs above
or below the arbitrage band, as well as the mean and median
duration (in minutes) of these runs.

during arbitrage opportunities, we observe a supporting re-
lationship between events and arbitrage opportunities. We
perform run length encoding on each five minute interval based
on whether the price difference exceeds the arbitrage band,
allowing us to measure how long each deviation lasts. Table 3,
breaks down the average duration of these deviations by event
type. In the absence of any interruption, significant arbitrage
opportunities persist for just over 82 minutes on average, with
a median duration of 20 minutes. During a DDoS interruption,
the average arbitrage opportunity lasts 33% longer, persisting
for 109 minutes, although the median duration is the same.
Deviations coinciding with delay interruptions last on average
12 minutes longer, with twice the median duration. Finally,
outages are roughly the same duration as non-event deviations
on average, but twice the median duration.

4.3. Profit as a Motivation

While the information provided by Bitfinex regarding the
interruptions make it hard to identify their origin, the environ-
ment in which exchanges currently operate is ripe for criminal
exploitation. A malicious actor, after observing a broad price
movement of bitcoin, can easily set up automatic future buy or
sell orders on an exchange. They can then order a DDoS attack
on the exchange, preventing future modifications to the order
book as the global price of bitcoin moves further into their
favor. The automatic trades initiated by the malicious actor
are settled amidst the disarray caused by the interruption. Once
the profitable opportunity has passed, the malicious actor can
cease the attack and begin off-loading their ill-gotten gains.

The potential profit of such a scheme is substantial. By
multiplying each reported five minute volume at Bitfinex by
the five minute price difference between exchanges, we can
estimate the profit available to an arbitrageur. In Figure 7
we see a timeline of interruptions, with their potential profit
from arbitrage plotted on the y-axis in log scale. Four events,
two outages and two DDoS attacks, provided an arbitrage
opportunity exceeding $10 million. Five more events were
profitable beyond $1 million. The median profit for all events
is $64,821, and a total profit across all events of $105,807,735.
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Figure 7: Timeline of events with the potential profit from
arbitrage plotted on the y-axis in logarithmic scale.

Mean Median Max

Profit $2,580,676 $64,821 $32,793,927
Ratio 32.5% 28.7% 71.5%

TABLE 4: Total profit and profit to cost ratio of arbitrage
opportunities during events.

These events are not without risk, however, as the profit
obtainable through arbitrage is often a small portion of the
overall cost. Due to the profit opportunity being bounded by
the arbitrage band, a transaction which settles at or below
this band is not profitable. If an arbitrageur fails to accurately
predict the profit opportunity, they risk a substantial loss. In
Table 4 we can see summary statistics about the ratio of
potential profit after accounting for costs within the arbitrage
band. For an arbitrageur seeking to make the median profit of
$64,821, the median principal they are risking is $161,036.

5. Conclusion

In this paper we investigate the impact of interruption
events at Bitfinex, and the arbitrage opportunities they fa-
cilitate. We observe intuitive decreases in volume preceding
events, followed by unexpected spikes in volume during the in-
terruption. We observe large deviations between the local price
at Bitfinex and the larger market during these interruptions.
Large price differences for the same asset in different markets
present a profitable trading strategy for arbitrageurs. We find
that for all instances of the arbitrage band being exceeded,
it is 46% more likely to witness a simultaneous exchange
interruption event, with 68.5% of events occurring during such
a circumstance. Additionally, we find that the duration of these
price deviations beyond the arbitrage band are longer during
these interruptions than during non-event periods. For DDoS
events, the average duration is 27 minutes longer, although the
median duration is 20 minutes for both. Delay events are 12



minutes longer on average, and both delays and outages are
twice the median length at 40 minutes. These interruptions
provide sizable profit opportunities, with a median profit of
$64,821, and a total profit across all events of $105,807,735.
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Figure 8: Price difference between Bitfinex and CoinMarketCap for all 40 interruption events, as well as arbitrage bands, event
start, and event end.


