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Abstract—TIt has long been lamented that firms underreport cyber
attacks. In recent years, regulators have begun mandating that
certain organizations must publicly report when incidents occur.
Adherence to these requirements is an empirical question that
has been largely unexamined to date. In this paper, we study
regulatory filings by U.S. public companies to the Securities
Exchange Commission and to the Department Health and Human
Services that discuss cyber attacks. We also compare the findings
against crowdsourced reports of cyber incidents appearing in
media outlets. We find substantial gaps in coverage, both in
terms of attacks that make the news but do not appear in
regulatory filings and vice versa. We conclude by discussing the
implications for the study of cyber attack and defense as well as
for policymakers.

1. Introduction

A longstanding challenge in cybersecurity research is gath-
ering data on when attacks occur. Victims often do not like to
broadcast to the world when they have been attacked, since
it may harm their reputation and invite unwanted attention.
Nonetheless, information on cyber attacks do often come to
light for a variety of reasons. First, organizations may disclose
an attack if its effects cannot be hidden, such as experiencing
a ransomware attack that harms availability. Second, breach-
notification laws (beginning with California’s law enacted in
2002) oblige organizations to disclose to consumers when
private personal data is exposed. Third, regulators at the Secu-
rities and Exchange Commission have issued guidance calling
on publicly-listed companies to disclose when cybersecurity
breaches occur.

Researchers can in turn study cyber attack prevalence
and evolution by gathering data from public sources. Indeed,
a key motivation for regulations mandating disclosure is to
reduce information asymmetries that could improve defender
decision-making in how best to counter attacks [1], [2]. Unfor-
tunately, issues with reporting complicate the collection and
analysis of public data on cyber attacks. Each of the public
sources has its own criteria for inclusion and methodology for
collecting data. For example, the Privacy Rights Clearinghouse
maintains a database of incidents that involve breaches of pri-
vate information [3]. Similarly, the US Department of Health
and Human Services publishes breaches of patient data by US
health providers [4]. These services focus on data breaches
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because laws compel disclosure when this category of attack
occurs.

But what about the myriad other types of cyber attack? In
2011, publicly-traded companies received guidance from the
US Securities and Exchange Commission encouraging them to
disclose in their annual filings any cyber incidents of material
significance to the company [5]. The guidance was clarified in
2018 [6] and culminated in a proposed rule in 2022 [7]. Con-
sequently, publicly-traded firms are now expected to disclose
all types of cyber attacks. The disclosures are written in free-
form text in the filings submitted to the SEC. While promising
greater coverage of additional attack types, the obligation is
limited to publicly-traded firms and can be difficult to identify
given the unstructured nature of the text in the filings.

Another source of cyber attack data comes from media
reports. For example, The crowdsourced volunteer service
Hackmageddon scours the Internet for reports of all types
of cyber attacks and regularly publishes its findings [8]. Re-
searchers at Temple University have focused on ransomware
attacks [9], which also relies on public reporting. Since ran-
somware attacks affect service availability, many such attacks
are disclosed by victims and naturally attract coverage.

Despite the plethora of sources, little is known about how
these data sources relate to one another. For example, when a
cyber attack is covered in the media, does the victim disclose
its occurrence to the SEC? What about the other direction:
do firms ever manage to bury attack reports in regulatory
filings without being picked up in the media? Do certain
types of attacks appear more often in regulatory filings or
news reports than others? The goal of this paper is to dig
deeper into these disparate sources to learn more about attack
reporting and any gaps that exist across sources. Improving our
understanding of the benefits and limitations of such reporting
will help evaluate the effectiveness of disclosure as remedy to
information asymmetries present in cybersecurity.

2. Related Work

Most empirical research studying cyber attacks on firms
has focused on data breaches (e.g., [10]-[12]). Gay studied
the relationship between news reports and breaches, similar
to our comparison between media reports and regulatory fil-
ings [12]. He demonstrated that firms strategically time breach
announcements to mitigate their impact. More recently, Li et



al. compared data breach reports to the 10-K regulatory filings
of breached firms [13]. They utilized the regulatory filings
to measure security awareness at firms while relying on data
breach announcements from other sources.

Over the years, many cybercrime measurement researchers
have studied gaps in attack datasets. Moore and Clayton
studied phishing URL feeds, finding huge gaps in the private
datasets maintained by website-takedown companies that ex-
plained why some phishing websites took far longer to remove
than others [14]. Pitsillidis found similarly large gaps in email
spam feeds [15], as have more recent investigations into threat
intelligence feeds [16], [17]. These papers are similar in spirit
to our work, which focuses on gaps in higher-level datasets
of regulatory filings and news reports detailing cyber attacks.
Nonetheless, we should not be surprised that the gaps persist
in the context of the current study.

3. Data and Methodology

We now review the datasets utilized in the paper: SEC
regulatory filings, patient data breaches reported to HHS, and
media reports of cyber attacks collected by the volunteer group
Hackmageddon. The final dataset can be viewed online at
https://www.dropbox.com/s/8qydpmwk 8mwx74t /
FinalCombinedSECResearchData.xlsx?d1l=0.

3.1. Dataset 1: SEC

Since 2011, firms listed at US stock exchanges have been
encouraged to disclose significant cyber incidents in the dis-
cussion of risk factors on regulatory filings.

Using the SEC’s search engine EDGAR, we searched for
all 10-K reports that included the term ‘“cyber” anywhere
within a document for the years 2017-2022. We had initially
experimented with searching for specific terms, such as “ran-
somware” and “data breach”. However, we discovered through
trial and error that some filings avoid using such terms. The
more general “cyber” term was much more broadly used,
perhaps taking the lead from the SEC’s own guidance that
employs the term.

In total, we identified 7809 companies that mentioned
cyber in at least one of their 10-K annual filings. The vast
majority of these filings did not describe cyber attacks; rather,
they discussed risk factors or other aspect of cyber unrelated
to experiencing an attack.

For each 10-K, we automatically extracted text from the
PDFs. We only considered “cyber” when mentioned inside the
section on risk factors. We then identified the paragraph before
and after the mention of the term “cyber” and then manually
inspected the text to determine if it described an attack. When
an attack was identified, it was further classified as describing
a data breach, ransomware, or other attack.

We inspected a random sample of 1300 companies filing
10-Ks out of the total population of 7809 companies. From
that sample, we identified 18 distinct attacks during the six
year span of study.
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Figure 1: Venn diagrams comparing coverage of attacks in
SEC 10-K filings and Hackmageddon.

3.2. Dataset 2: HHS

Following the passage of the HITECH Act in 2010, health-
care organizations have been required to disclose to the US
Department of Health and Human Services when breaches of
patient data occur. HHS in turn publishes data on its website.
We gathered all reports of HHS data breaches between 2017
and 2022. In total, 170 health-care organizations are publicly-
traded companies. Just 15 reports came from publicly-traded
firms.

3.3. Dataset 3: Hackmageddon

Hackmageddon is a crowdsourced volunteer service that
reports multiple types of cyber attacks from news reports. Its
data is divided into single files that are sorted by individual
months per year.

We examined the entire Hackmageddon dataset starting
from 2017 through 2022, which averaged 1783 records per
year. We then pared down this dataset significantly to include
only relevant attacks and victims. First, we checked for the
names of the companies to determine if they were publicly
traded or not, keeping only those that were publicly traded.
Second, we manually inspected the textual description of each
attack in order to determine whether it targeted the company it-
self or individual customers of the company. We only included
the former in our study. In other words, the incident had to
specifically mention a company name or its corporate network.
Attacks targeting customers, such as a news article reporting
on Apple users falling for phishing attacks, are excluded.

In total, we identified 110 attacks matching our defini-
tions affecting 103 distinct companies during the inspection
period. Following this identification and labeling process, we
inspected the SEC 10-K filings of all identified companies to
determine whether they reported those particular attacks.

4. Results

In Section 4.1, we compare the coverage in identifying
attacks among the three sources. In Section 4.2, we examine
whether the type of attack reported varies by data source
and over time. In Section 4.3, we examine the 10-K filings
of attacked companies to determine whether the companies
reported awareness to cyber risks before and after the incident
occurs.
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Figure 2: Venn diagrams comparing coverage of attacks re-
ported to HHS with SEC 10-K filings and Hackmageddon.

Hackmageddon

‘ Data Breach  Other Intrusion =~ Ransomware
Hackmageddon | 75 68% 9 8% | 26 24%
SEC 12 60% 4 20% 4 20%
HHS 14 93% 0 0% 1 7%
Total \ 90 68% \ 13 10% \ 29 22%

TABLE 1: Attack types split by source

4.1. Comparing Data Sources

We first report on the sample of 1300 firms filings with
the SEC. 20 of these reports disclosed a cyber attack. Of these,
five also appeared in Hackmageddon. A further six firms from
the sample were attacked according to media reports observed
in Hackmageddon but did not mention these attacks in their
annual filings with the SEC. We know this because we checked
the SEC filings for all companies with attacks reported on
Hackmageddon, regardless of whether their reports mentioned
the term “cyber”. The results are illustrated in the left Venn
diagram in Figure 1.

It is noteworthy that so many attacks are reported in only
one source or the other. This indicates that there is significant
underreporting by firms to to the SEC, even when the attack
has been made public by some other means. Moreover, most
attacks reported to the SEC are not picked up in the media.

We can estimate the total number of attacks reported to
the SEC between 2017-22. Assuming a similar proportion
of attacks can be identified for the remaining 6509 firms
whose filings have not yet been inspected, we estimate that
120 attacks were reported.

We next consider the combined dataset of the SEC sample
and all Hackmageddon reports. In total, 110 distinct attacks on
publicly-traded companies are identified by Hackmageddon.
Less than half the time (46), the affected firms mention the
cyber attack in their 10-K filings. Once again, this confirms
that there is substantial underrerporting of attacks to the SEC.
We estimate that a further 90 attacks were reported to the SEC
but not identified in public reports by Hackmageddon.

We next examine the attacks involving patient health infor-
mation reported to HHS. Because most healthcare in the US is
not provided by publicly-traded firms, the dataset is relatively
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Figure 3: Attacks over time split by type.
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small at 15 attacks. Nonetheless, this is a worthwhile com-
parison because firms should be reporting to two regulatory
bodies, HHS and the SEC. We find that in six cases, the breach
is reported to both regulators. However, in seven cases, only
HHS is notified. In three cases, the attacks also appear in
Hackmageddon. Finally, it is worth noting that no attacks are
reported to SEC or Hackmageddon without also appearing at
HHS.

4.2. Comparing Attack Types

We next examine whether the types of attacks reported
differ by data source. Table 1 shows the breakdown. Data
breaches are the most common attack type, accounting for
68% of reported attacks overall. Ransomware comes second
at 22%, with other system intrusions accounting for 10%.
We do observe some differences between Hackmageddon and
the SEC, with other intrusions more prevalent in SEC filings.
However, these differences are statistically indistinguishable.
As expected, most reports to HHS concern data breaches,
as the HITECH act requires disclosure when unauthorized
breaches of patient health data occur. Nonetheless, one report
concerns ransomware, another significant threat to hospitals in
recent years.

Figure 3 studies how the attack type varies by year. The
biggest trend here is that ransomware peaked in 2020 and
2021, before receding in 2022. Otherwise, data breaches dom-
inate.

Figure 4 offers another way to compare data sources and
attack types, this time with Venn diagrams for SEC and Hack-
mageddon. We can see that data breaches tend to appear most
often in Hackmageddon without being reported to the SEC.
Ransomware is more likely to be reported to both the SEC
and Hackmageddon (59% of cases appear in both sources).
By contrast, the catch-all category of other intrusions tend to
appear in only one of the data sources but not both. 11 of 13
reports (85%) appear in just one source.

4.3. Timing of Attack Reports to SEC

The SEC’s motivation for guiding firms to disclose cy-
bersecurity risks in the annual filings is to inform investors
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Figure 4: Venn diagrams comparing coverage split by attack category.

better. Should the risk of a cyber attack pose a material risk
to a company, investors have a right to be informed of that
possibility before an incident occurs.

But does that disclosure of cyber risk actually occur before
an attack takes place? To answer this question, we examined
all 10-K filings that mention the word “cyber” for firms that
experienced an attack. Of the 60 attacked firms in our SEC
sample, 51 discussed cyber risks before they disclosed an
attack in a subsequent filing. Hence, there is substantial but
incomplete disclosure of cyber risks among attacked forms.

What happens to the disclosures after attacks? In all 60
cases, firms continue discussing the risk of cyber attack in the
regulatory filings after an attack occurs. This is not surprising,
given that the risk of cyber attacks was actualized in all firms.

5. Conclusion

To truly understand cyber attack behavior, a reliable em-
pirical record is required. This record is emerging through a
mixture of volunteer-led efforts and regulatory mandates to
disclose attacks in certain circumstances. In this paper, we
have investigated three sources of cyber attacks on enterprises
— two mandatory, one voluntary — and found that significant
gaps in coverage remain.

We confirmed that relying on news reports, as measured
through the volunteer-led Hackmageddon initiative, leads to
significant underreporing. We also found gaps in the regulatory
filings. Interestingly, not all breach announcements that hit
the news are mentioned in the subsequent filings to the SEC,
despite the SEC’s guidance to do so. For now, we do not see
statistically significant differences in the types of reports that
are observed by different data sources. We do observe that
ransomware tends to appear in multiple sources, while other
system intrusions that are not ransomware or data breaches
usually show up in only one source. We also observed that
when comparing regulatory mandates, health authorities report
to HHS but often not the SEC.

In conclusion, we observe that the reporting does contain
lots of useful information to improve understanding of attack
prevalence. However, the unstructured nature of the reporting
itself means that constructing usable datasets requires sig-
nificant work on the part of researchers to standardize non-
standard reports.

The nature of the data collection process has inherent
limitations. For the SEC data, we rely on companies to self-
report incidents, and they get to decide when an incident is

serious enough to warrant disclosure. Inevitably, this means
that less impactful incidents may go unreported there, even if
they could be picked up in news outlets such as those tracked
by Hackmageddon. We may also miss some incidents since we
only examine filings that mention the word “cyber”, though
we expect that number to be quite small since the term is in
such widespread use.

Moving forward, we plan to develop an automated process
to analyze SEC filings to identify when cyber attacks are
reported. We also would like to examine other data sources,
both public and private, for completeness. Finally, we would
like to investigate the timing of regulatory disclosures more
closely. For attacked firms, do they accurately predict the kinds
of attacks they actually experience later? Is compliance with
SEC disclosure guidance increasing over time and how does
it vary by sector? These are some of the intriguing questions
we would like to investigate further.
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